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Abstract

Homomorphic encryption (HE) is capable of processing encrypted data without revealing

secret information. While HE is emerging as a powerful tool for outsourced computation,

developing efficient algorithms is challenging because HE schemes only offer a limited set

of basic operations. Despite this, the vectorized message space of arithmetic HE schemes

is well suited for parallelized computations and has been utilized for homomorphic matrix

algorithms. However, evaluating permutations in a privacy-preserving context remains un-

explored. We therefore build upon existing homomorphic matrix algorithms to efficiently

compose and apply encrypted permutations. In addition, we propose an algorithm that ho-

momorphically computes the inversion number of a permutation at a multiplicative depth

of 3. To deploy these methods in practice, we implement a compiler that automatically

maps programs from a high-level language to optimized homomorphic routines for out-

sourced computation. We demonstrate its effectiveness by analyzing the achieved runtime

improvements.
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1
Introduction

Homomorphic encryption (HE) allows untrusted parties to perform computations directly on

encrypted data. This unlocks new opportunities for outsourced data processing in critical

domains, which has led to significant developments within the field in recent years [28].

However, the basic operations that HE schemes provide to process encrypted data are fairly

limited. Hence, the deployment of HE in real-world applications remains challenging due to

substantial computational overhead.

To overcome this issue, arithmetic HE schemes leverage the ability to pack an array

of values into a single ciphertext by dividing messages into multiple slots. Subsequently,

the homomorphic operations offered by these schemes are performed slot-wise in a single

instruction, multiple data (SIMD) fashion [22]. This allows multiple values to be processed

simultaneously within one ciphertext. However, homomorphic computations that require

interaction between different slots of a message are difficult to implement due to the limited

set of basic operations. Therefore, optimally arranging the data within a message becomes

an important but non-trivial and highly domain-specific task. As a solution, the responsi-

bility of choosing a layout and transforming a program into the corresponding homomorphic

routines can be delegated to a compiler. Although this approach has already been widely

adopted for machine learning algorithms [1, 7, 16, 25], applying it to the homomorphic pro-

cessing of permutations remains unexplored. However, permutations play a crucial role in

problems like homomorphic sorting [33] and rank aggregation [26].

To fill this gap, we present a Python framework for automatically outsourcing the homo-

morphic evaluation of permutations based on the BFV scheme [17]. More specifically, the

remaining chapters are structured as follows. In Chapter 2, the theoretical background is

introduced. Chapter 3 then describes how compositions, applications and inversion numbers

of permutations are homomorphically computed. Chapter 4 details our implementation of

a compiler that transforms programs from a domain-specific language (DSL) for permu-

tations into optimized homomorphic routines. We evaluate this compiler in Chapter 5 by

benchmarking the achieved speedup. Finally, Chapter 6 summarizes our results and outlines

future work.



2
Background

2.1 Notation

For a field F and a positive integer n, we write Fn×n for the set of n × n matrices with

entries in F . Given a matrix A ∈ Fn×n, we use lower-case aij to refer to the entry in the

i-th row and j-th column of A. Similarly, we write vi for the i-th entry of a vector v ∈ Fn.

We use 0 to denote the zero vector in Fn.

Moreover, the ring of polynomials in X over a field F is denoted by F [X]. Given a

polynomial P ∈ F [X], we write F [X]/(P ) for the quotient ring of F [X] modulo P . We use

R ∼= S to denote that two rings R and S are isomorphic.

For a prime power q (i.e., q = pn for some prime p and a positive integer n), a finite

field of order q is denoted by Fq. Let N be a power of 2. We write Φ2N for the polynomial

XN + 1 ∈ Fq[X].1

We write x ← A to denote that x is assigned the output of the (possibly randomized)

algorithm A.

2.2 Homomorphic Encryption

LetM and C be sets, called the message space and ciphertext space, respectively. Let F be

a set of functions f :Md →M for various d ∈ N. A (public key) homomorphic encryption

scheme [28] is a tuple of probabilistic polynomial-time algorithms (KeyGen,Enc,Dec,Eval)

where:

• The key generation algorithm KeyGen takes as input the security parameter λ. It

outputs a secret key sk, a public key pk and an evaluation key evk.

• The encryption algorithm Enc takes as input the public key pk and a message m ∈M.

It outputs a ciphertext c ∈ C.

• The decryption algorithm Dec takes as input the secret key sk and a ciphertext c ∈ C.
It outputs a plaintext m ∈M. For correctness, we require that Decsk(Encpk(m)) = m

for all m ∈M.

1 This is the image of the 2N -th cyclotomic polynomial under the natural map to Fq [X].
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• The evaluation algorithm Eval takes as input the evaluation key evk, a function f ∈ F
of arity d and ciphertexts c1, . . . , cd ∈ C. It outputs a ciphertext c ∈ C.

We say that the scheme is F-homomorphic if

Decsk(Evalevk(f, c1, . . . , cd)) = f(m1, . . . ,md) for every f ∈ F ,

where d is the arity of f and ci ← Encpk(mi) for all i ∈ {1, . . . , d}. In other words, the

diagram in Figure 2.1 commutes.

Md

Cd

M

C

f

Encpk

Evalevk(f, ·)

Decsk

Figure 2.1: Commutative diagram illustrating the homomorphic property

A scheme is called a fully homomorphic encryption (FHE) scheme if it is F-homomorphic

for F being the set of all (efficiently computable) functions. The first FHE scheme was

presented by Gentry in [18] (which we also refer to for a more elaborated definition of HE).

In practice, most FHE schemes offer a set of basic operations that is functionally complete,

typically including some kind of addition (Add) and multiplication (Mult). To evaluate a

function f ∈ F , the function is then represented as a circuit based on these elementary

operations.

Modern FHE schemes are generally based on the ring learning with errors (RLWE)

problem [27] and thus rely on adding random noise to a message. Computing homomorphic

operations on a ciphertext c, increases the noise carried by c. As long as the noise stays

small enough, Decsk(c) will be able to reconstruct the original message. Hence, the circuit

depth of f becomes a limitation when working with HE. As a solution, Gentry introduced

a technique called bootstrapping, which is able to reset the noise by evaluating a scheme’s

decryption algorithm homomorphically. However, bootstrapping is computationally expen-

sive and therefore often not feasible in practice. This has led to the notion of leveled fully

homomorphic encryption, in which the parameter size depends polynomially on the depth

of functions in F . That allows us to evaluate arbitrary functions, as long as their depth can

be bounded before running KeyGen.

2.3 Arithmetic HE Schemes

Current HE schemes can be divided into boolean and arithmetic schemes [4].

In boolean schemes such as FHEW [15] and TFHE [12], ciphertexts usually represent

a single bit and functions are expressed as boolean circuits. The bootstrapping offered by

these schemes is comparably fast and often allows the simultaneous evaluation of univariate

functions (known as programmable bootstrapping).
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Arithmetic schemes typically encrypt integers (BFV [17], BGV [9]) or floating point

numbers (CKKS [11]) and support addition and multiplication as the basic operations. In

contrast to boolean schemes, bootstrapping is considerably slower and non-linear functions

are difficult to evaluate due to the lack of programmable bootstrapping. Hence, these

schemes are often used in the context of leveled FHE [9]. However, arithmetic schemes can

leverage a technique called batching to operate on multiple values in a SIMD manner.

We illustrate the idea of batching using the BFV/BGV scheme, although similar concepts

apply to CCKS. Typically, the message space is chosen to beM = Fp[X]/(Φ2N ), where the

plaintext modulus p is an odd prime number and the ring dimension N is a power of 2. It

can be shown [22] that the polynomial Φ2N ∈ Fp[X] factors as

Φ2N = P1 · · ·Pk

for some integer k, with distinct irreducible polynomials Pi ∈ Fp[X] of equal degree d = N/k.

Moreover, d can be characterized as the multiplicative order of p modulo 2N (i.e., the

smallest positive integer satisfying pd ≡ 1 (mod 2N)). Because Fp[X]/(Pi) ∼= Fpd , the

Chinese remainder theorem yields

M∼= Fp[X]/(P1)× · · · × Fp[X]/(Pk) ∼= Fpd × · · · × Fpd = Fk
pd .

Hence, messages can be interpreted as vectors of length k over Fpd . This allows us to store

multiple values from Fpd in separate slots of a message. As depicted in Figure 2.2, addition

and multiplication inM now correspond to the slot-wise addition and multiplication in Fk
pd .

To maximize the degree of parallelism k, we usually require that p ≡ 1 (mod 2N). In that

case, d = 1 and therefore k = N , so we obtain M ∼= FN
p . For simplicity, we will often

identify the message space asM = FN
p .

v1 v2 . . . vN
�

Enc(v)

w1 w2 . . . wN
�

Enc(w) v1 + w1 v2 + w2 . . . vN + wN

�
Enc(v + w)

+

Figure 2.2: Homomorphic slot-wise addition of two messages v, w ∈ FN
p

Apart from addition and multiplication, arithmetic HE schemes offer a third basic op-

eration Rot, which enables interaction between different slots: By exploiting the Galois

automorphisms onM, we can realize cyclic rotations of the plaintext slots. For a ciphertext

c ∈ C and an index l ∈ Z, evaluating Rotevk(c, l) shifts the slots underlying c by the amount l

(with cyclic wrap-around). If l > 0, the slots are shifted to the left, otherwise they are

shifted to the right. In BFV/BGV this requires some care, since rotations are applied to

the slots 1, . . . , N/2 and N/2 + 1, . . . , N separately (see Figure 2.3).

2.4 Permutations

A permutation [5] on a set X is a bijection X → X. The symmetric group Sn of degree n

is the group consisting of all permutations on {1, . . . , n}. The group operation is function

composition ◦ and the neutral element is the identity mapping id.
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v1 v2 . . . vN/2 vN/2+1 vN/2+2 . . . vN
�

Enc(v)

v2 . . . vN/2 v1 vN/2+2 . . . vN vN/2+1
�

Rot(Enc(v), 1)

vN/2 v1 . . . vN/2−1 vN vN/2+1 . . . vN−1
�

Rot(Enc(v),−1)

Figure 2.3: Homomorphic rotation of plaintext slots in BFV/BGV

Given a permutation σ ∈ Sn and a vector v ∈ Fn, we can reorder the entries of v by

mapping vi to the σ(i)-th entry. Formally,

Apply(σ, v) =
(
vσ−1(1), . . . , vσ−1(n)

)
.

We can also represent σ ∈ Sn by its permutation matrix φ(σ) = (aij) ∈ Fn×n, where

aij =

1 if i = σ(j),

0 otherwise.

Computing Apply(σ, v) now corresponds to the matrix-vector multiplication φ(σ)v. Addi-

tionally, the mapping φ is a group homomorphism, i.e., φ(σ)φ(η) = φ(σ◦η) for all σ, η ∈ Sn.

Representing permutations in this way, allows us to exploit the vectorized structure of M
to optimize homomorphic computations involving permutations.

Furthermore, we call (i, j) ∈ {1, . . . , n}2 an inversion [24] of the permutation σ ∈ Sn

if i < j and σ(i) > σ(j). In other words, an inversion of σ is a pair of positions whose

corresponding values are out of order. The inversion number inv(σ) counts all such pairs

and can be expressed as

inv(σ) = #{(i, j) ∈ {1, . . . , n}2 | i < j and σ(i) > σ(j)}.

As an example, consider the permutation σ ∈ S3 defined by σ(1) = 2, σ(2) = 3 and σ(3) = 1.

The pairs (1, 3) and (2, 3) are inversions of σ since σ(1) > σ(3) and σ(2) > σ(3), respectively.

In contrast, (1, 2) is not an inversion because σ(1) < σ(2). Therefore, the inversion number

of σ is inv(σ) = 2.

2.5 Efficient Computation

Due to the limited set of basic operations, efficient homomorphic computation requires new

approaches in algorithm and program design. In arithmetic schemes, multiplications increase

the noise significantly more than additions or rotations, while multiplications and rotations

exceed additions in computational overhead. Additionally, multiplying a ciphertext by a

constant plaintext (CMult) is computationally cheaper than a regular multiplication (see

Figure 4.6). Therefore, designing homomorphic algorithms becomes a challenge of balancing

the multiplicative depth against the number of multiplications and rotations.

This is highly dependent on how we pack our data into a vector from the message space

M, because after encryption, it is difficult to restructure the packed data by using only

homomorphic operations. In recent years, considerable effort has been devoted to finding
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efficient layouts (packings) and algorithms for homomorphic matrix computation, which

we can apply to optimize the evaluation of permutations. In the following, we present a

selection of these approaches.

2.5.1 Diagonal Packing

Matrix-vector multiplication in the homomorphic setting has been studied by Halevi and

Shoup in [20] and [21]. Let A ∈ Fn×n be a matrix let v ∈ Fn be a vector. For n = 3 we can

express their product using diagonals of A and rotations of v bya11 a12 a13

a21 a22 a23

a31 a32 a33


v1

v2

v3

 =

a11

a22

a33

⊙
v1

v2

v3

+

a12

a23

a31

⊙
v2

v3

v1

+

a13

a21

a32

⊙
v3

v1

v2

 ,

where ⊙ denotes entry-wise multiplication. To put this in more formal terms, for every

i ∈ {0, . . . , n− 1} we define

Di(A) = (a1,1+i, . . . , an−i,n, an−i+1,1, . . . , an,i) ∈ Fn,

which is the i-th diagonal of A (with cyclic wrap-around). Moreover, let πi ∈ Sn be the

cyclic rotation to the left by i positions. Then it holds that

Av =

n−1∑
i=0

Di(A)⊙ Apply(πi, v).

Since all involved operations are available in arithmetic HE, this approach can be imple-

mented by packing every diagonal vector Di(A) ∈ Fn into a separate plaintext. However,

in the original work it is assumed that the matrix dimension n matches the amount of slots

N , while in practice n is usually much smaller than N . To make the cyclic rotations work

nonetheless, we can replicate v once (under the assumption 2n ≤ N/2) and fill the other

plaintext slots with zeros. This replicated version ṽ can be computed homomorphically by

adding a rotated version of v to itself. The resulting circuit is shown in Figure 2.4.

In [30] this approach is extended to support matrix-matrix multiplications. We slightly

modify their algorithm, since it computes the lower diagonals of the resulting matrix, whereas

our previously defined packing corresponds to the upper diagonals.2 To match the setting

of permutations, we also restrict A,B ∈ Fn×n to be square matrices. The i-th diagonal of

their product C = AB, where i ∈ {0, . . . , n− 1}, is then given by

Di(C) =

n−1∑
j=0

Dj(A)⊙ Apply(πj , Di−j mod n(B)).

We have implemented this analogously to the homomorphic matrix-vector multiplication.

2.5.2 Row-major Packing

Another technique often used for matrix-matrix multiplication is the row-major packing [2,

23, 32]. As illustrated in Figure 2.5, this method concatenates the rows of a matrix and

2 Lower diagonals start below the main diagonal (i.e., at element a1+i,1), while upper diagonals start above
the main diagonal. They are identical up to a cyclic shift.
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w1 w2 w3 0 . . .
�

Enc(w)a12 a23 a31 0 0 0 0 . . .
�

Enc(D1(A))

v2 v3 v1 v2 v3 0 0 . . .
�

Rot(Enc(ṽ), 1) · +

a11 a22 a33 0 0 0 0 . . .
�

Enc(D0(A))

v1 v2 v3 v1 v2 v3 0 . . .
�

Rot(Enc(ṽ), 0) ·

a13 a21 a32 0 0 0 0 . . .
�

Enc(D2(A))

v3 v1 v2 v3 0 0 0 . . .
�

Rot(Enc(ṽ), 2) ·

Figure 2.4: Homomorphic computation of w = Av for a matrix A ∈ F 3×3 and a vector
v ∈ F 3. The matrix A is diagonally packed and ṽ is the replicated version of v.

stores them in a single plaintext. Clearly, the amount of slots N must be at least n2 to store

matrices of size n×n. Since algorithms from the literature usually assume that n is a power

of 2, we also add a zero padding to obtain a matrix of size ñ× ñ where ñ = 2⌈log2 n⌉.

a11 a12 a13 0

a21 a22 a23 0

a31 a32 a33 0

0 0 0 0


 a11 a12 a13 0 a21 a22 a23 0 a31 a32 . . .

�
Enc(A)

Figure 2.5: Row-major packing of a matrix A ∈ F 3×3

To multiply two matrices A,B ∈ Fn×n, the mentioned works express their product as

AB =

n∑
i=1

Âi ⊙ B̂i,

where Âi ∈ Fn×n and B̂i ∈ Fn×n are matrices that can be precomputed separately based

on row-major packed A and B. Note that from a compiler standpoint this allows us reuse

these matrices if A or B is used in several multiplications. For example, in [2] and [32] each

Âi is obtained by replicating the i-th column of A, and each B̂i is obtained by replicating

the i-th row of B. For n = 3 that results ina11 a12 a13

a21 a22 a23

a31 a32 a33


b11 b12 b13

b21 b22 b23

b31 b32 b33

 =

a11 a11 a11

a21 a21 a21

a31 a31 a31

⊙
b11 b12 b13

b11 b12 b13

b11 b12 b13



+

a12 a12 a12

a22 a22 a22

a32 a32 a32

⊙
b21 b22 b23

b21 b22 b23

b21 b22 b23

+

a13 a13 a13

a23 a23 a23

a33 a33 a33

⊙
b31 b32 b33

b31 b32 b33

b31 b32 b33

 .
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Although this packing is mostly used for matrix-matrix multiplication, we can easily

support the multiplication of a matrix A ∈ Fn×n with a vector v ∈ Fn as a special case.

By embedding v inside the first column of

V =
(
v 0 · · · 0

)
∈ Fn×n,

the result can be extracted from the matrix-matrix product

AV =
(
Av 0 · · · 0

)
∈ Fn×n.

2.5.3 Complexity

The survey [6] describes the diagonal algorithm of [20] and the row-major algorithm of [23]

as state-of-the-art solutions for homomorphic matrix computation. For row-major packing,

the algorithm of [23] has since been improved by [2]. Roughly speaking, diagonal packing

is preferable for matrix-vector products, whereas row-major packing is more suitable for

matrix-matrix products. Their properties are summarized in Table 2.1.

Table 2.1: Complexity of matrix computations under different packings. The second and
third column refer to the maximal dimension n and the amount of ciphertexts needed to
store a matrix in Fn×n, respectively. Again, ñ = 2⌈log2 n⌉ is the next power of 2.

Packing Max. n # Ctxts Algorithm # CMult # Mult # Rot Depth

Diagonal N/4 n
Matrix-vector [20] 0 n n 1
Matrix-matrix [30] 0 n2 n2 1

Row-major 2⌊log2

√
N/2⌋ 1

Matrix-vector &
matrix-matrix [2]

2ñ ñ 2ñ(1 + log2 ñ)− 2 2

2.6 HE Compilers

As we have seen, writing programs for HE can be quite challenging due to the required

expertise and the limited set of available operations. Consequently, numerous compilers

have been developed in recent years to automate this task.

While approaches to support general-purpose programs exist [4, 35], most HE compilers

are tailored to specific applications and impose restrictions on the control-flow and data

types of source programs. These compilers usually focus on vector and tensor arithmetic in

the context of machine learning [1, 7, 14, 16, 25]. However, there is currently no framework

dedicated to performing operations that involve encrypted permutations.

The main task of an HE compiler is to translate source programs into homomorphic cir-

cuits. This process includes automated parameter selection, noise management and efficient

data packing. For simplicity, our work primarily considers diagonal and row-major packing

in the context of permutations, leaving specialized noise management and more advanced

tensor packing strategies [1, 16, 25] for future exploration.



3
Encrypted Permutations

Since the basic operations of arithmetic HE schemes are applied in a SIMD fashion, moving

data between individual ciphertext slots becomes notably difficult. Consequently, permuta-

tions play a fundamental role in arithmetic HE because they allow restructuring a ciphertext

after encryption. For instance, efficiently permuting ciphertext slots when the permutation

is public has already been investigated in [20] and [36]. However, applications such as

permutation-based homomorphic sorting [33] may require the permutation to remain pri-

vate. We therefore explore homomorphic computation with encrypted permutations in the

following sections.

3.1 Application and Composition

As noted in Section 2.4, a permutation σ ∈ Sn can be represented by its permutation

matrix φ(σ). This way, application and composition of permutations become special cases of

matrix-vector and matrix-matrix multiplication, respectively. Given the vectorized structure

of the message spaceM, we thus encrypt φ(σ) to match the setting of arithmetic HE. For

homomorphic application and composition of permutations, this allows us to directly utilize

the existing matrix algorithms from Section 2.5, which only reveal the permutation size n.3

3.2 Inversion Number

In addition to application and composition, we present a dedicated algorithm for homomor-

phically computing the inversion number of a permutation. Considering that the definition

of an inversion is based on comparisons, which are generally inefficient to evaluate under

arithmetic HE,4 this may seem difficult to realize. However, using an approach inspired

by Rothe diagrams [24], we now demonstrate how the need for comparisons can be by-

passed. To achieve this, we first establish the mathematical basis and then show how to

homomorphically compute the inversion number based on that concept.

3 While a detailed security analysis is outside the scope of this work, such leakage is widely accepted in HE
under the IND-CPA security model [23, 28].

4 Homomorphic comparisons usually rely on polynomial approximation of a difference’s sign [33].
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For a permutation σ ∈ Sn and i ∈ {1, . . . , n− 1}, we define Mi = (mkj) ∈ Fn×n by

mkj =

1 if i < j and k < σ(i),

0 otherwise.

Visually, each matrix Mi acts as a mask when forming the entry-wise product with another

matrix: it selects the block of entries located to the right of the i-th column and above

the σ(i)-th row. So, if we let φ(σ) = (akj) be the permutation matrix of σ, then an entry

akj ·mkj of the product φ(σ)⊙Mi equals 1 if and only if akj = mkj = 1. By definition, this

is equivalent to

i < j and σ(i) > k = σ(j),

which precisely means that (i, j) is an inversion. Hence, each inversion of the form (i, j)

contributes a 1 to the matrix φ(σ) ⊙Mi, while the other entries remain 0. Therefore, the

inversion number of σ is obtained by summing all entries of the matrix Q, defined by

Q =

n−1∑
i=1

φ(σ)⊙Mi = φ(σ)⊙
n−1∑
i=1

Mi. (3.1)

As an example, consider the permutation σ ∈ S3 that swaps 1 and 3. Its inversions

(1, 2), (1, 3) and (2, 3) correspond to the non-zero entries of

Q = φ(σ)⊙ (M1 +M2) =

0 0 1

0 1 0

1 0 0

⊙

0 1 1

0 1 1

0 0 0

+

0 0 1

0 0 0

0 0 0


 =

0 0 2

0 1 0

0 0 0

 .

Consequently, the sum of the entries of Q is equal to inv(σ) = 3.

We now turn to the homomorphic realization of this technique. For the moment, assume

that φ(σ) is encrypted under row-major packing, resulting in a ciphertext denoted by P .

Also recall from Section 2.5.2 that in this case, matrices of size n × n are padded to a size

of ñ× ñ with ñ = 2⌈log2 n⌉.

To obtainMi from P for each i ∈ {1, . . . , n−1}, we utilize the matrices Ci = (ckj) ∈ Fn×n

and Ri = (rkj) ∈ Fn×n, where

ckj =

1 if j = i,

0 otherwise.
and rkj =

1 if j > i,

0 otherwise.

First, the i-th column of φ(σ) is extracted via homomorphic multiplication with the constant

matrix Ci (see Figure 3.1). Its entries are then replicated to the left, yielding a matrix

denoted by Pi. More precisely, this matrix is obtained using a standard rotate-and-sum

algorithm [35], where the ciphertext is iteratively rotated by increasing powers of 2 and

added to itself, doubling the number of replicated entries in each step. However, to ensure

that data wrapping around from the right does not interfere with the occupied ñ2 slots, this

requires a BFV/BGV ring dimension of at least 4ñ2. Subsequently, all columns located to

the right of the i-th column are extracted from Pi by multiplying with Ri, which yields a

row-major packed version of Mi in the ciphertext space (see the last row of Figure 3.1).

Once the masks Mi have been obtained, we build Q according to Equation 3.1 via

homomorphic multiplication of their sum with P . Finally, inv(σ) is computed by summing
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0 0 1 0 0 1 0 0 1 0 0 0 . . .
�

P = Enc(φ(σ))

1 0 0 0 1 0 0 0 1 0 0 0 . . .
C1

0 0 0 0 0 0 0 0 1 0 0 0 . . .
�

CMult(C1,Enc(φ(σ)))

1 1 1 1 1 1 1 1 1 0 0 0 . . .
�

Enc(P1)

0 1 1 0 0 1 1 0 0 1 1 0 . . .
R1

0 1 1 0 0 1 1 0 0 0 0 0 . . .
�

Enc(M1)

CMult

Rotate-and-sum

CMult

Figure 3.1: Homomorphic construction of the mask M1, where σ ∈ S3 is again the permu-
tation swapping 1 and 3.

the entries of Q, using the same series of rotations and additions as in the replication step.

This routine is illustrated in Figure 3.2 and places the inversion number into the first slot

of the resulting ciphertext. The complete procedure is presented in Algorithm 1. Details

regarding its implementation are discussed in Chapter 4.

0 0 1 0 0 1 0 0 1 0 0 0 . . .
�

P = Enc(φ(σ))

0 1 2 0 0 1 1 0 0 0 0 0 . . .
�

Enc(M)

0 0 2 0 0 1 0 0 0 0 0 0 . . .
�

Enc(Q)

3 3 3 1 1 1 0 0 0 0 0 0 . . .
�

Enc(inv(σ))

Mult

Rotate-and-sum

Figure 3.2: Computation of the inversion number for the running example from Figure 3.1.
The matrix M is defined as the sum of M1 and M2.

In terms of complexity, Algorithm 1 requires only a single ciphertext-ciphertext multi-

plication (Mult) and 2(n− 1) constant multiplications (CMult), while operating at a multi-

plicative depth of 3. The number of rotations (Rot) is given by 2n log2(ñ).

However, when φ(σ) is provided in diagonal packing instead of row-major packing, an

efficient homomorphic application of the previous approach is no longer straightforward, as

the required matrix entries are distributed across multiple ciphertexts. Therefore, we do not

implement a dedicated algorithm to homomorphically compute the inversion number under
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Algorithm 1 Computing the inversion number under row-major packing

Require: Row-major packed permutation matrix P ← Enc(φ(σ)) for σ ∈ Sn. This matrix
is padded to a size of ñ× ñ where ñ = 2⌈log2 n⌉. The BFV/BGV ring dimension
must be at least 4ñ2.

Ensure: The first slot of Q contains the inversion number inv(σ).
1: M ← 0
2: for i = 1 to n− 1 do ▷ Create masks Mi

3: Pi ← CMult(Ci, P ) ▷ Extract i-th column
4: for j = 0 to log2(ñ

2)− 1 do ▷ Replicate to the left
5: Pi ← Add(Pi,Rot(C, 2

j))
6: Mi ← CMult(Ri, Pi) ▷ Extract right columns
7: M ← Add(M,Mi) ▷ Add Mi to the existing masks

8: Q← Mult(P,M) ▷ Multiply by the sum of all Mi

9: for i = 0 to log2(ñ
2)− 1 do ▷ Sum the entries of Q

10: Q← Add(Q,Rot(Q, 2i))
11: return Q

diagonal packing. Instead, φ(σ) is homomorphically repacked from diagonal to row-major

layout when necessary, so that Algorithm 1 can be used. This transformation is achieved

by extracting each matrix entry from its ciphertext via masking, rotating it to the correct

position and accumulating the results. The introduced overhead consists of n2 constant

multiplications (CMult) and n2 − 1 rotations (Rot), adding a multiplicative depth of 1.



4
Implementation

We implement a Python framework for working with homomorphically encrypted permuta-

tions. It consists of a source language, two target languages and a compiler.

The source language allows expressing programs that operate on permutations. Such

programs can either be executed directly by a trusted party without encryption or can

be compiled to delegate their execution to an untrusted party as shown in Figure 4.1. In

the latter case, the compiler will encrypt all constant values and generate two programs in

their respective target languages (Step 1): one program for computation (computation.py)

and one program for retrieving the output (display.py). The evaluation keys are stored

in the computation/keys/ directory, whereas the display/keys/ directory contains the

secret key. The computation/ directory, which holds the computation.py program, the

encrypted inputs and the evaluation keys, can be outsourced to an untrusted party (Step 2).

After homomorphically evaluating the program in Step 3, the untrusted party returns the

obtained results to the trusted party (Step 4), who stores them in display/results/ during

Step 5. Finally, the trusted party, holding the secret key, retrieves the output by executing

the display.py program in Step 6.

In the following sections, we present the framework’s three main components.

4.1 Source Language

The source language LSrc is a DSL that can be used to define vectors, permutations and

their operations, namely permutation composition, applying permutations to vectors and

computing the inversion number. Its syntax follows Python rules and is defined in Figure 4.2

using extended Backus-Naur form. The non-terminal symbol int denotes an element of Fp

for p = 216+1.5 The non-terminal var refers to an arbitrary Python identifier. Furthermore,

we note that not all strings derived from the grammar represent valid programs (for instance,

[1, 2]([3, 4]) is an expression that is not supported by the interpreter).

The basic data types of LSrc are integers, integer vectors and permutations, all of which

can be printed and assigned to variables. A permutation σ ∈ Sn is instantiated by specifying

5 This choice is justified in Section 4.3.5.
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Trusted Party Untrusted Party

1. Compile source.py

to generate build/

2. Send computation/

3. Compute results/

with computation.py

4. Return results/

5. Copy results/

into display/

6. Retrieve output
with display.py

build/

computation/

inputs/

keys/

results/

computation.py

display/

keys/

display.py

Figure 4.1: Sequence diagram illustrating the delegated execution

list ::= int | int, list
exp ::= [list] | Permutation([list]) | var | (exp)

| exp(exp) | exp * exp | inv(exp)
stmt ::= var = exp | print(exp)
LSrc ::= stmt∗

Figure 4.2: The concrete syntax of LSrc in extended Backus-Naur form

the images σ(1), . . . , σ(n). For example, Permutation([2, 1, 3]) creates a permutation

in S3 that maps the first element to position 2, the second to position 1 and the third to

position 3. One can apply a permutation σ ∈ Sn to a vector v ∈ Fn
p of matching size, which

results in the permuted vector Apply(σ, v). Two permutations of the same size can also be

composed with the * operator to obtain a new permutation of the same size. The inversion

number of a permutation is computed by applying the inv function to it.6

As seen before, HE imposes restrictions that prevent the direct use of some classical

programming paradigms. Most prominently, the control-flow of HE programs cannot be

data-dependent because that would contradict the security properties [35]. To avoid such

challenges, we restrict LSrc to only include linear-flow programs.

We implemented an interpreter for the LSrc language on top of Python by introducing a

custom Permutation class along with an inv function. To support the syntax defined above,

this class defines special methods for operator overloading, such as __mul__ to concatenate

permutations with the * operator. Hence, programs written in LSrc are essentially Python

programs, which can be executed by the Python interpreter, given that the Permutation

6 A compiler could use the fact that all data in LSrc is static to perform partial evaluation. However, since
we aim to explore homomorphic evaluation, we do not consider this type of high-level optimization.
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class and inv function are imported. Examples of LSrc programs can be found in Figures 4.3

and 4.5.

LSrc

p = Permutation([1, 3, 2, 4, 5, 6])

q = Permutation([5, 3, 2, 6, 4, 1])

print(p * q)

q = q * q * q

print(inv(p * (q * p)))

v = q(p([100, -2, 0, 8, -5, 1]))

print(v)

Figure 4.3: Example of an LSrc program

4.2 Target Languages

Because the compiler generates one program for computation and one program for decryp-

tion, we also define two separate target languages. Each of them provides a high-level

interface for routines needed to work with the homomorphically encrypted data. Again,

both languages are built on top of Python by implementing these routines as Python func-

tions. For homomorphic operations, we use the OpenFHE library [3] and its implementation

of the BFV scheme.

The LComp language allows to express the outsourced program computation.py. Its

interpreter implements the homomorphic matrix algorithms discussed in Section 2.5 and

Chapter 3. Moreover, the language provides functions which deserialize evaluation keys

and ciphertexts from files in the keys/ and inputs/ directories. In replacement of the

print function from LSrc, we serialize ciphertexts to files in the results/ directory for later

decryption.

Correspondingly, the LDisp language is used to design the display.py program for re-

trieving the results. Any such program can deserialize the private key and ciphertexts

from the keys/ and results/ directories, respectively. Subsequently, ciphertexts can be

decrypted and printed based on the applied packing.

Example programs for LComp and LDisp are shown in Figures 4.12 and 4.13, respectively.

Their semantics are further clarified in the following section.

4.3 Compiler

Since the source and target languages follow standard Python syntax, we implement the

compiler via the Python ast module, adopting the approach described in [34]. The com-

pilation process is divided into the passes illustrated in Figure 4.4, each of which we now

describe in detail.
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LSrc LMon LPack

LCirc LCirc LCirc

LComp

LDisp

lower to mnf pack data

lower to circuit

remove preprocessing init crypto context

encrypt and serialize

encrypt and serialize

Figure 4.4: Diagram of the compiler passes and intermediate languages

4.3.1 Lower to Monadic Normal Form

For simplification of subsequent passes, the source program is first transformed into monadic

normal form [13, 29]. The target language LMon is very similar to LSrc but only allows atomic

subexpressions. This ensures that subexpressions are restricted to variables and constant

values instead of complex expressions. We achieve this by assigning nested computations to

temporary variables, as shown in Figure 4.5. In the resulting LMon program, every statement

only performs a single operation.

LSrc

p = Permutation([2, 3, 1])

print(p(p([9, 4, 7])))

LMon

p = Permutation([2, 3, 1])

tmp0 = [9, 4, 7]

tmp1 = p(tmp0)

tmp2 = p(tmp1)

print(tmp2)

Figure 4.5: Compilation of an LSrc program to LMon

4.3.2 Pack Data

As discussed in Section 2.5, choosing a layout for packing data in arithmetic HE is a critical

decision. Hence, this pass determines a preferred layout for all vectors and permutations

before packing them accordingly.

The layout is chosen by comparing the estimated program runtimes for the diagonal

and row-major options. To estimate the runtime, the compiler determines the expected

multiplicative depth while counting the total number of required basic operations (Add, Mult,

CMult and Rot; cf. Chapter 2) for the respective option. At this point, the multiplicative

depth does not account for potential optimizations described in Section 4.3.4. The final

cost is then computed by summing the average runtimes of all basic operations for the

given depth, which are presented in Figure 4.6. A higher multiplicative depth increases the

runtime since it leads to a larger ring dimension as well as larger moduli (cf. Section 4.3.5).

Moreover, rotations and multiplications are significantly more expensive than additions and

constant multiplications because they require a costly key switching operation [19].

In the pass’s target language LPack, constant vectors and permutations are replaced by
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Figure 4.6: Runtimes of basic BFV operations in OpenFHE, averaged over 1000 iterations
for each operation and depth. The plaintext modulus is p = 216 + 1. See Section 5.1 for
setup details.

tuples that contain an instance of the Packing class and the packed data (as one integer

vector or as an array of integer vectors, depending on the layout). As illustrated in Figure 4.7,

the Packing class is used to store metadata such as the original data type, the chosen layout,

the original size and the padded size.

LPack

p = (Packing(data_type=DataType.PERMUTATION, layout=Layout.ROW, size=3,

padded_size=4), [0, 0, 1, 0, 1, 0, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0])

tmp0 = (Packing(data_type=DataType.LIST, layout=Layout.ROW, size=3,

padded_size=4), [9, 0, 0, 0, 4, 0, 0, 0, 7, 0, 0, 0, 0, 0, 0, 0])

tmp1 = p(tmp0)

tmp2 = p(tmp1)

print(tmp2)

Figure 4.7: The compiled LPack version of the LMon program from Figure 4.5. The packing
is fixed to row-major (which may not be optimal in practice) for illustrative purposes.

4.3.3 Lower to Circuit

After packing the data, all operations are mapped to the appropriate homomorphic routines.

Thus, the program fundamentally becomes a homomorphic circuit, expressed in LCirc. This

language distinguishes itself from LPack by using function calls to homomorphic routines for

composition, application and inversion counting (see Figure 4.8 for an example program).

Applications and compositions are split into preprocessing steps and final computation,

while for inversion counting, an additional call to homomorphically repack the data may be

inserted if necessary.

To find the proper function calls, the compiler must keep track of how the data has been

packed. Therefore, it builds a dictionary that maps each variable to the Packing instance

associated with its value.
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LCirc

p = (Packing(data_type=DataType.PERMUTATION, layout=Layout.ROW, size=3,

padded_size=4), [0, 0, 1, 0, 1, 0, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0])

tmp0 = (Packing(data_type=DataType.LIST, layout=Layout.ROW, size=3,

padded_size=4), [9, 0, 0, 0, 4, 0, 0, 0, 7, 0, 0, 0, 0, 0, 0, 0])

tmp3 = preprocess_left_matrix_row(cc, p, 4)

tmp4 = preprocess_right_matrix_row(cc, tmp0, 4)

tmp1 = matrix_matrix_mult_row(cc, tmp3, tmp4, 4)

tmp5 = preprocess_left_matrix_row(cc, p, 4)

tmp6 = preprocess_right_matrix_row(cc, tmp1, 4)

tmp2 = matrix_matrix_mult_row(cc, tmp5, tmp6, 4)

print(tmp2)

Figure 4.8: The compiled LCirc version of the LPack program from Figure 4.7

4.3.4 Remove Preprocessing

The lower_to_circuit pass may introduce redundant preprocessing steps if a variable is

used for multiple computations. For example, in Figure 4.8, the permutation stored in p is

preprocessed identically for the assignments to tmp3 and tmp5. To optimize the program’s

runtime, we can instead reuse the value stored in tmp3, as shown in Figure 4.9.

LCirc

p = (Packing(data_type=DataType.PERMUTATION, layout=Layout.ROW, size=3,

padded_size=4), [0, 0, 1, 0, 1, 0, 0, 0, 0, 1, 0, 0, 0, 0, 0, 0])

tmp0 = (Packing(data_type=DataType.LIST, layout=Layout.ROW, size=3,

padded_size=4), [9, 0, 0, 0, 4, 0, 0, 0, 7, 0, 0, 0, 0, 0, 0, 0])

tmp3 = preprocess_left_matrix_row(cc, p, 4)

tmp4 = preprocess_right_matrix_row(cc, tmp0, 4)

tmp1 = matrix_matrix_mult_row(cc, tmp3, tmp4, 4)

tmp5 = tmp3

tmp6 = preprocess_right_matrix_row(cc, tmp1, 4)

tmp2 = matrix_matrix_mult_row(cc, tmp5, tmp6, 4)

print(tmp2)

Figure 4.9: The LCirc program from Figure 4.8 without redundant preprocessing

Hence, this pass will replace all redundant preprocessing function calls with variables that

already contain the previously computed result. This is achieved by building a dictionary

that maps each variable and preprocessing function to a variable holding the previously

computed result (provided such a variable exists). It should be noted that the dictionary

entries become invalid if a variable is reassigned. In this case, the dictionary entries for the

variable are either removed or, if available, inherited from the new value.

4.3.5 Initialize Crypto Context

This pass does not modify the LCirc program. Instead, it analyzes the program to configure

the OpenFHE CryptoContext together with its keys. Following this, the CryptoContext

is serialized to the computation/keys/ and display/keys/ directories. The former also

stores the serialized evaluation keys, while the latter holds the secret key.

To create a CryptoContext for BFV, one has to determine the multiplicative depth
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and specify a plaintext modulus p. Based on these parameters, OpenFHE then computes a

ciphertext modulus and the ring dimension N . A larger ciphertext modulus enables a higher

multiplicative depth but reduces the security. Therefore, OpenFHE appropriately increases

the ring dimension to maintain the targeted security level (by default, 128-bit security is

used). However, as discussed in Section 2.3, the plaintext modulus p must be a prime

number satisfying p ≡ 1 (mod 2N). So when the ring dimension N grows too large, it may

become incompatible with the previously specified plaintext modulus. This relationship is

illustrated in Figure 4.10 for p = 216 + 1. To support a multiplicative depth greater than

22, the ring dimension is increased to N = 216, which results in p ̸≡ 1 (mod 2N).

As a solution, one could try to find a larger plaintext modulus, but the key sizes in these

scenarios typically become impractical (see Figure 4.11, where p = 6 · 217 +1 is the smallest

modulus that supports a larger depth than p = 216 + 1). Thus, we choose a fixed plaintext

modulus of p = 216 + 1, which is recommended for most applications [31] and supports a

multiplicative depth of up to 22. Still, parameter selection for HE remains an active area of

research, and a more detailed treatment can be found in [8].
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Figure 4.10: Ring dimension N chosen by
OpenFHE for p = 216+1 and varying multi-
plicative depth. They become incompatible
once log2(N) > 15.
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Figure 4.11: Size of a single rotation key in
OpenFHE for different multiplicative depths
and plaintext moduli. For p = 216 + 1, the
depth is capped at 22.

Since each index used by Rot requires its own evaluation key, this pass also collects all

rotation indices occurring in the program to create the corresponding rotation keys.

4.3.6 Encrypt and Serialize

Finally, the LCirc program is split into an LComp and an LDisp program. For this purpose, all

constant data is encrypted and written to computation/inputs/.

The LComp program, which will be evaluated by an untrusted party, deserializes the

CryptoContext, its evaluation keys and the encrypted data from the respective directories in

computation/. Based on these inputs, it computes the homomorphic circuit. Furthermore,

this pass handles the program’s output behavior: Since the untrusted party does not hold

the secret key, it cannot evaluate print statements. Thus, whenever a print statement is

encountered, the compiler replaces it with instructions such that the LComp program instead
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serializes the corresponding ciphertext to a file in the computation/results/ directory.

Figure 4.12 provides an example of the resulting program.

LComp

cc = deserialize_crypto_context('keys/crypto_context.enc', BINARY)

deserialize_mult_key('keys/key_mult.enc', BINARY, cc)

deserialize_rotation_key('keys/key_rotation.enc', BINARY, cc)

p = deserialize('inputs/input0.enc', BINARY)

tmp0 = deserialize('inputs/input1.enc', BINARY)

tmp3 = preprocess_left_matrix_row(cc, p, 4)

tmp4 = preprocess_right_matrix_row(cc, tmp0, 4)

tmp1 = matrix_matrix_mult_row(cc, tmp3, tmp4, 4)

tmp5 = tmp3

tmp6 = preprocess_right_matrix_row(cc, tmp1, 4)

tmp2 = matrix_matrix_mult_row(cc, tmp5, tmp6, 4)

serialize('results/output0.enc', tmp2, BINARY)

Figure 4.12: The compiled LComp version of the LCirc program from Figure 4.9

Subsequently, the computation/results directory must be returned to the trusted

party, who saves it to display/results. As illustrated in Figure 4.13, the LDisp program

deserializes these results along with the CryptoContext and the secret key from their re-

spective directories in display/. Following this, it decrypts the ciphertexts and prints the

underlying data based on the stored packing.

LDisp

cc = deserialize_crypto_context('keys/crypto_context.enc', BINARY)

sk = deserialize_private_key('keys/key_private.enc', BINARY)

print_ciphertext('results/output0.enc', Packing(data_type=DataType.LIST,

layout=Layout.ROW, size=3, padded_size=4), BINARY, cc, sk)

Figure 4.13: The compiled LDisp version of the LCirc program from Figure 4.9



5
Evaluation

To evaluate our compiler, we conduct an empirical analysis that focuses on the runtime of

the compiled programs.

5.1 Experimental Setup

The benchmarks were performed on a system equipped with an AMD Ryzen 7 7840HS

processor (8 cores, max. 5.1GHz, boost enabled) and 16GB of RAM. The system runs

Fedora 43 with Linux kernel 7.0. Programs were executed in Python 3.14 using version

1.5.0 of the OpenFHE Python wrapper [3].

5.2 Packing Strategy

We start by analyzing how different packing strategies affect the performance. Their impact

on computing applications, compositions and inversion numbers is illustrated in Figure 5.1,

where AUTO refers to the packing automatically chosen by the compiler.

For applying a permutation to a vector, it is evident from Table 2.1 that diagonal packing

is superior to row-major packing because it requires lower operational cost and reduces the

multiplicative depth. This observation is supported by Figure 5.1(a), which demonstrates

that with growing permutation size, diagonal packing increasingly outperforms row-major

packing for computing two nested applications.

On the other hand, Figure 5.1(c) shows that row-major packing achieves a significantly

lower runtime when computing the inversion number of a permutation. As expected, this

performance difference is caused by the additional overhead of homomorphically converting

diagonal packing to row-major packing, discussed in Section 3.2.

At the same time, row-major packing comes with the disadvantage that sizes must be

padded to the next power of 2, which leads to sudden jumps in the runtime whenever a

power of 2 is surpassed (see Figure 5.1 for permutation sizes of 2, 4, 8 and 16). However,

when the size is close to the next power of 2, row-major packing can become preferable

for permutation composition, as shown in Figure 5.1(b), since it uses fewer operations than

diagonal packing in that case. Nonetheless, row-major packing doubles the multiplicative
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(a) Application (p(q(v)))
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(b) Composition (p * q * r)
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(c) Inversion Number (inv(p))

Figure 5.1: Runtime comparison between different packing strategies. The test programs
compute the respective operations for permutations p, q, r and a vector v of varying size.
The runtimes were averaged over 50 iterations.

depth compared to diagonal packing. Hence, when the nesting level (i.e., the number of

nested compositions) increases, diagonal packing eventually dominates row-major packing,

even when the permutation size is a power of 2. Particularly, when the multiplicative depth

requires a larger ring dimension N , the runtime increases rapidly. This is illustrated in

Figure 5.2 for a permutation size of 4, where the multiplicative depth exceeds 10 when going

from nesting level 5 to 6, which in turn requires a larger ring dimension (see Figure 4.10).

Furthermore, Figures 5.1 and 5.2 show that the packing chosen by the compiler (AUTO)

is usually close to optimal. However, in some cases the compiler favors row-major packing

for permutation composition, even though diagonal packing would be slightly more efficient.

We hypothesize that this is caused by not taking the number of distinct rotation indices into

account when estimating the runtime. Figure 4.11 illustrates that rotation keys significantly

impact memory consumption. Since row-major packing requires more rotation indices (see

Figure 5.3), this limitation presumably leads to the compiler underestimating its runtime

compared to diagonal packing. Future work could address this by counting the number of

required rotation indices in the pack_data pass and incorporating their performance impact

into the compiler’s runtime estimation.
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Figure 5.2: Runtime comparison between
different packing strategies for permutation
composition at varying nesting level. The
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runtimes were averaged over 10 iterations.
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dices required by different packings for com-
posing permutations of varying size.

5.3 Preprocessing Optimization

In the remove_preprocessing pass, the compiler eliminates redundant preprocessing calls

for both diagonal packing and row-major packing. As described in Section 2.5, preprocessing

for matrix-vector multiplication under diagonal packing consists of replicating the vector

once to support cyclic rotations. This is realized with one homomorphic addition and one

rotation, which, in particular, only introduces a constant overhead. Hence, the performance

gain of removing preprocessing calls is limited, as the primary computational effort lies in

subsequent steps. This is confirmed by Figure 5.4(a), which shows that the achieved speedup

when permuting the same vector of size 4 multiple times is less than 10%. Furthermore, as

illustrated in Figure 5.4(b), this percentage decreases with larger permutation sizes, because

the effort for subsequent steps grows linearly, while the effort for preprocessing steps remains

constant.

Since the multiplication of two n×n matrices under diagonal packing essentially consists

of performing n matrix-vector multiplications, the speedup for permutation composition

behaves similarly.

In contrast, under row-major packing, a large proportion of the computational effort can

be attributed to the preprocessing steps (in particular, all rotations and plaintext multipli-

cations). Thus, eliminating redundant preprocessing calls can lead to a performance gain

of more than 50%, as seen in Figure 5.4(a). Moreover, since the effort for preprocessing

steps grows faster than the effort for subsequent steps (O(ñ log2 ñ) rotations compared to

O(ñ) multiplications; see Table 2.1), its relative share scales with larger permutation sizes.

Consequently, Figure 5.4(b) illustrates that the speedup increases as permutation sizes grow,

demonstrating the effectiveness of the optimization for row-major packing.
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Figure 5.4: Ratio of optimized runtime topt (using remove preprocessing) to unoptimized
runtime torig for different packings and operations. The test programs compute p(v) or
p * p a given number of times (not nested) for a permutation p and a vector v of the
respective size. The runtimes were averaged over 250 iterations.

5.4 Discussion

Our runtime analysis confirms the significant performance impact of packings in the context

of arithmetic HE. Figures 5.1 and 5.2 indicate that diagonal packing makes a good default

choice for permutation application and composition, combining low multiplicative depth

with no padding overhead. However, row-major packing may become preferable in more

specific scenarios, such as inversion counting or when permutation sizes are close to the next

power of 2. Moreover, as shown in Figure 5.4, row-major packing benefits substantially from

the elimination of redundant preprocessing steps in cases where the same permutation is

used multiple times.

While the compiler already improves performance significantly by incorporating these

optimizations, it still has limitations. In particular, to determine the optimal packing choice

in the pack_data pass, the runtime estimation could account for the number of required

rotation indices as well as subsequent preprocessing optimizations. Future work could also

explore how homomorphically repacking data between operations can reduce the overall

runtime.



6
Conclusion

This thesis presents a functional framework for outsourcing the evaluation of permutations

to an untrusted party. We successfully applied existing arithmetic HE algorithms to permute

vectors and compose permutations without revealing either. We extended these procedures

by an efficient algorithm that utilizes the vectorized message space to compute the inversion

number of an encrypted permutation at a constant multiplicative depth of 3. To facili-

tate their practical deployment, we implemented a compiler that automatically transforms

programs written in a user-friendly DSL into optimized homomorphic routines ready for

outsourced computation. Our evaluation shows that the packing strategy of the compiler

scales efficiently and already achieves runtime savings of several seconds for small permu-

tation sizes. Moreover, the automatic elimination of redundant preprocessing steps reduces

the execution time for row-major packing by more than 50% when the same permutation is

used in multiple computations.

However, as discussed in Chapter 5, the accuracy of the compiler’s runtime estimation

can still be improved by taking the number of rotation indices and subsequent preprocessing

optimizations into account. Also, due to the computational overhead of HE, the framework

is only practically viable for small programs, as the multiplicative depth is capped at 22

and runtimes grow rapidly with increasing permutations sizes. As a solution, one could

incorporate more advanced features from homomorphic tensor compilers [1, 16, 25], such as

homomorphically repacking data between operations or employing bootstrapping to support

arbitrary multiplicative depth. Moreover, because feasible permutation sizes are relatively

small, many ciphertext slots frequently remain empty. These slots could instead be utilized

to store intermediate results [2] or to pack multiple matrices into a single ciphertext [23].

Future work could also explore how advanced algorithms like baby-step/giant-step matrix-

vector multiplication [21] or new packings like the bicyclic layout [10] can minimize runtime.

Finally, the framework has potential applications in real-world scenarios such as privacy-

preserving search engines or genome analysis, leveraging its capabilities for homomorphic

sorting [33] and rank aggregation [26].
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