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Abstract

Mental poker protocols allow mutually distrusting players to play card games over a network
without relying on a trusted dealer. This thesis analyzes the dropout-tolerant protocol without
a trusted third party proposed by Castella-Roca and develops a peer-to-peer proof-of-concept
implementation.

During the implementation, an incompatibility was identified in the mathematical setting
of the protocol and the requirements of Stadler’s zero-knowledge proof. To resolve this
issue, a second cyclic subgroup is introduced. Since this modification is not compatible
with the original vetoing mechanism, a simplified version of the protocol without vetoing is
implemented.

The implementation includes distributed key generation, collaborative deck generation,
ElGamal encryption, shuffling, re-masking, and private card drawing. Correct execution is
verified using different zero-knowledge proofs: Stadler’s proof, shuffling proof, and Chaum-
Pedersen proof. The implementation is evaluated with respect to the influence of the selected

key length, proof-security parameters, and number of players on the computational cost.
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Introduction

Traditional online card games rely on a trusted third party, who is responsible for shuffling
and distributing the deck of cards. Usually this role is performed by a centralized entity
- a game server. While this approach is simple and practical, it requires all participating
players to trust that the server is fully honest and does not manipulate the game in any way.
Without this trust, however, the players should be worried about the state of the game, as
the server is usually able to see the complete state of the game and may potentially influence
the outcome by modifying the order of cards or revealing hidden information.

Mental poker protocols try to solve this problem by replacing the trusted dealer with various
cryptographic techniques [1-3]. The term mental poker refers to a class of cryptographic
protocols which allow players to play card games over a network in a mutually distrusting
setting, which refers to a setting where participants do not trust each other and will attempt
to cheat whenever the protocol allows it. A correct protocol must ensure the secrecy of cards,
that no player can duplicate or modify cards, and that the deck is shuffled fairly without
giving any player any advantage or revealing any information about the shuffled deck [4, 5].
Such protocols are difficult to design because of multiple security properties which must
hold simultaneously. Players need to collaboratively generate, shuffle and deal a deck of
cards while preventing all the participants from manipulating the game in a dishonest way.
Additionally, protocols should remain verifiable, meaning that cheating attempts can and
will be detected by all of the participants. To achieve these goals, mental poker protocols
commonly rely on public-key cryptography, threshold cryptosystems, and zero-knowledge
proofs.

However mental poker protocols are still not flawless. One important practical problem of
mental poker protocols is player dropout. Many protocols only work under the assumption
that all players participate until the end of the game without disconnecting. If a player
disconnects or intentionally leaves, the game can become impossible to continue because
some cryptographic keys required for decryption are tied to the player who left, therefore
they are no longer available. This significantly limits the practicality of such systems in
real-world networks.

This thesis focuses on the dropout-tolerant mental poker protocol proposed by Castella-

Roca [3]. The protocol combines threshold ElGamal encryption, collaborative shuffling, veto
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mechanisms, and zero-knowledge proofs in order to allow the game to continue even when
players leave mid-game.

Originally, the goal of this thesis was to implement and analyze the protocol proposed by
Castella-Roca in Python. However, during the implementation process, several issues and
ambiguities were identified, mostly challenges related to the implementation of the Stadler’s
proof [6] and the use of two different cyclic groups. To the best of our knowledge, these
issues cannot be resolved within the assumptions and description of the original protocol.
We analyze those issues and then introduce, implement, and analyze a modified working
version which retains most of the original design but foregoes the vetoing stage that proved
problematic, and the chained deck generation that was no longer necessary without vetoing.
The protocol is considered secure against collusion as long as at least one participating player
remains honest and does not share their secret information with the colluding players. The
players are considered mutually distrusting, and the protocol should remain secure on the
cryptographic level if some participants try to cheat within the rules of the protocol. For
example, if a player sends an incorrect shuffle, an invalid partial decryption, or incorrectly
generated card values, this should be detected by the corresponding zero-knowledge proofs.
Our implementation covers core aspects presented by the original protocol (except vetoing
and chained deck generation) including creation and verification of all zero-knowledge proofs.
We left out complementary mechanisms such as message authentication and proper error
reporting to the user, that are orthogonal to the protocol description, and can easily be

added with well-known techniques.



Cryptographic Background

2.1 Mathematical Background
To understand how the protocol works we first need to understand a few mathematical and

cryptographic concepts, from which the protocol is built.

2.1.1  Cyclic Groups
A cyclic group is a group where all elements can be generated from one element, called the
generator, by exponentiating it and applying modulo afterwards. Let G be such a group, let

p be the modulus and let g € G be a generator. For every integer n, it holds that:
g"modp€e G

In our case, we work with finite groups, so after a finite number of exponentiations the values
“wrap around”, which means they eventually repeat. The number of different values in a
group is called the order of the group. In practice, that means that the number n effectively
behaves modulo order of the group.

The protocol needs two such subgroups to work. One part of it works inside Z;, which is the

multiplicative group of integers modulo a prime p. It contains all non-zero integers modulo p:
Z:=1{1,2,3,....p— 1}

with multiplication performed modulo p. Since p is prime, every element in Z; has a
multiplicative inverse.

The protocol needs a smaller subgroup inside Z, which is generated by choosing an element
g € Z;. Depending on the chosen value, the subgroup can have a different order. Here we
need a value g, which generates a subgroup of order q. The powers of this element generate

the subgroup:

Go=A19095.95:- 95"}
This subgroup has exactly ¢ elements, which means that the exponent of g, is always reduced
mod ¢. All the protocol encryption and decryption related operations are performed inside

this subgroup, using modulo p. The group operation is multiplication modulo p, while

exponentiation is used to repeatedly apply this operation.
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2.1.2 Group Structure

The protocol uses cyclic groups derived from safe primes. A safe prime is a prime number p

(r—1)
2

such that is also prime. First, a prime ¢ is generated and used to construct

p=2-q+1,

where p is also prime. The protocol then needs an element of order ¢ in Z;. This is obtained
by choosing a random value h € Z; and computing g, = hg mod p. The value h, itself is
only a temporary random value. Squaring it ensures that g, lies in the subgroup of quadratic
residues modulo p. Since this subgroup has order ¢, and ¢ is prime, every non-identity
element in it has order g. Therefore, if g, # 1, it can be used as a generator of this subgroup.
This group is used for encryption, decryption and zero-knowledge proofs.

For the protocol to work, a second safe-prime chain is required. It is constructed as o = 2-p+1,
with generator g, = hf, mod o. The deck values are computed modulo o, while the ciphertext
operations are performed modulo p. This is not a part of the original protocol, however this
is needed later for the Stadler’s proof to work.

This type of prime chain is common enough for it to have its own name: a Cunningham
chain of the first kind of length three.

2.1.3 Discrete Logarithm Problem and Diffie-Hellman Assumption

The powers in a cyclic group are easy to compute. This means that given a generator g
and a secret exponent a, the value y = g can be computed efficiently. However, the inverse
problem is assumed to be hard. Given only g and y, it is computationally infeasible to
recover the exponent a from y. This inverse problem is called the discrete logarithm problem.
The Diffie-Hellman assumption uses this idea and states that, given ¢¢ and ¢°, it is hard to
compute the shared value g*® without knowing either a or b [7]. The protocol heavily relies

on these assumptions, as it will be shown in the following subsections.

2.2 ElGamal

ElGamal is a public-key encryption scheme based on the difficulty of the discrete logarithm
problem [8]. It uses public values such as the primes p and ¢, the generator g, and the public
key y. These values are the parameters of a cyclic group, and the fact that they are public
means anyone can encrypt a message.

The corresponding private value is the secret key a. This value must remain secret, because
it is what makes decryption possible. The important idea is that the public key is computed
using the private key, but computing the private key from the public key is infeasible, because

this is equivalent to solving the discrete logarithm problem.

2.2.1 N-out-of-n multiplicative ElGamal
ElGamal encryption is typically presented as a two-party protocol but it can be generalized,

so that decryption requires the participation of all participants. This version is called
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n-out-of-n multiplicative ElGamal and splits the secret key between n participants [9, 10], so
a = a1+ ag+---+ay,. This means that all n participants are needed to decrypt a ciphertext.
This is considered safe, because of the Diffie-Hellman assumption. ElGamal is still used
with a multiplicative group of integers modulo p, so every operation is calculated using this
modulo.

We now describe the four key ElGamal-based operations in turn, we will use in the protocol

later: key generation, encryption, decryption and re-masking.

2.2.2 Key generation

First, a cyclic group with a group generator g is chosen. Then each participant P; indepen-
dently and secretly chooses a random value a; € Zg, called secret key share, and computes
the corresponding public key share:

a;

Y=g

The joint public key y is computed by multiplying all public key shares together:

n
Y= H Yi
i=1
Substituting y; = g% gives:
n
y = Hgai — ga1+az+---+an
i=1

So the full secret key is never stored by one participant, but it is equal to the sum of the
private key shares:
a=ay+a+---+ay

The public key shares y; can be shared without the fear, that the secret a; can be recovered
from y;. Retrieving the private key share a; from the public key share y; is equivalent to
solving the discrete logarithm problem. It is therefore computationally infeasible for an
adversary, which may be one of the participants, to retrieve the full secret key only by

observing the public key shares exchanged.

2.2.3 Encryption
To encrypt a message m, the sender chooses a random value r and uses the joint public key

y to compute the encryption tuple Ey(m):
Ey(m) = (c1,¢2) = (¢", m-y")

This is the same as a normal ElGamal encryption, but the public key y now belongs to all

participants together.

2.2.4 Decryption
To decrypt, every participant has to compute their own partial decryption using their secret
key share a;:

i

it =(g")" =g"
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All partial decryptions are then multiplied together:
n
Hcih‘ — ctlll+a2+~--+an _ C?
=1

Now the message can be recovered by dividing co by the product of all partial decryptions:

r

_ Co - m-y
B
Now remember:
y=g*
y =" =g"
ci=(g")"=g""
Therefore:
m - yr om- gra B
0111 - gre =m

2.2.5 Secrecy

Because each share is chosen independently and randomly, no share can be derived from the
others. Moreover, under the Diffie-Hellman assumption, with g¢ = g", g* = g%, g = g"%,
computing cj* is hard for anyone other than P;. Therefore, decryption requires the explicit

collaboration of all participants.

2.2.6 Re-masking
Assume a ciphertext:
(Clv 62) = (gr7 m:- yr)

If someone chooses a fresh random value " and multiplies the ciphertext by a fresh encryption
of 1, which is just a tuple (¢, 4" ), they get:

(crea)=(c1 9", ea-y")
Substituting c¢; and co gives:

’
r+r

, M- err’r')

(cre5)=(9"-9" . m-y" -y )= (g
So the new ciphertext has exactly the same form and looks the same as a fresh ElGamal
encryption of m, but now with randomness r + /. Therefore, the encrypted message does

not change, but the ciphertext looks different.

Re-masking allows a ciphertext to be refreshed without changing the encrypted message.
This hides the connection between an old ciphertext and its updated version. This can be
used, for example, to preserve the secret value used to represent a card while randomizing

its public value.
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2.2.7 Summary

N-out-of-n ElGamal encryption works as follows:

n
Joint public key: y = H Yi
i=1
Encrypt: (c1,c2) = (9", m-y")

Partial decryptions: cf*

C2

H?:l C?i

Decrypt: m =



The Two-Deck Mental Poker Protocol

This chapter provides a detailed explanation of the dropout-tolerant mental poker protocol.
However, as mentioned in the introduction, this thesis does not focus on the original protocol
proposed by Castella-Roca [3], but on a modified version of it. The modifications were
introduced to resolve inconsistencies in the original mathematical setting, but this will be
discussed in chapter 5. In the remainder of this thesis, this protocol version will be referred

to as the two-deck protocol.

3.1 Protocol Flow

This subchapter provides an overview of one dealing round of the protocol. In each round,
the players first generate a new face-up deck D, then construct its encrypted counterpart C,
thus obtaining a shuffled face-down deck from which cards can be drawn. These decks are
only used for one round, so they get discarded after the round is complete. In the following
explanations, the subscript j will be used to denote an individual card, while the subscript ¢

will denote the player identifier.

3.1.1  Setup

The first step of the protocol is to choose the core parameters:

1. Primes: We need to choose primes o,p,q such that o=2-p+1landp=2-g+1, as
previously described in chapter 2.1.2. These primes will be used to create the Cyclic

groups and do the modulo operations.

2. Generators: g, € (Z/pZ)* of order g and g, € (Z/0Z)* of order p. The first subgroup
is needed for the encryption and decryption. Additionally, the zero-knowledge proofs
also need this subgroup, which will be discussed in section 4. The second subgroup is

needed for the generation of the face-up deck of cards and the encryption proofs.

n
3. Joint public key: y = Hg;“ = g31+“2+”'+“" where the shares ai,as,...,a, are the

1
private key shares of each player.
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3.1.2 Generation of the Face-Up Deck D

For each playing card position j € {1,...,52}, every player P; chooses a new fresh secret
exponent m; ; € Z,, where 2 < m;; < p. Using these exponents player P; computes an
individual card:

o m;
di,j =9y I,

These values get arranged into an ordered tuple representing the cards:
Di = (di,lv di,27 RN di,52)

Each player shares their tuple with the other participants. After receiving the contributions
from all the players, each player computes the new face-up deck component-wise as:

n

n

— _ Mg _ i ™

dj—Hdi’j—ng”—gp )
i=1 i=1

After doing this, every player gets the new shared face-up deck:

D= (dl,dg,...,d52).

3.1.3 Construction of the Encrypted Face-Down Deck C
Now each player encrypts the exponents used in the generation of D. More precisely, each
player P; encrypts their own secret exponents m; ; under the joint public key y using ElGamal

encryption:

cig = By(mi) = (g5, mi) o),

where ijl is the modular inverse of exponent m; ; taken modulo p, and r; ; € Z, (with
1 < r; < gq) is fresh encryption randomness. The inverting of the exponent before the
encryption is needed to produce encryption proofs, which will be discussed later. For each

card position j, the ciphertexts of all players are grouped into one tuple:

cj =(C1,5:C2,5, -+ Cnj),

Now these tuples are combined into another tuple, which is the initial encrypted deck:
Co = (c1,¢2, ..., ¢52).

Thus, Cy is the face-down representation of the cards. Each card is just a tuple of encrypted
exponents which were used to generate the face-up deck D. Here the cards ordering of the
deck is still preserved, i.e. it corresponds to the ordering of the deck D. In the next steps
Shuffling and Re-masking will be applied to break the ordering of the deck, having the same
effect as shuffling a real-life deck of cards.

Although we now have obtained a valid face-down deck of cards, this step is not completed
yet, as the encrypting player also needs to prove to other players that the encryption was
done properly, i.e. that they used the same exponents m; ; as in the face-up deck generation
step and that the resulting values are valid ElGamal encryptions. The prover must do this
without revealing the values such as m; ; or the re-masking values r; ;, as they should be kept
secret. Castella-Roca’s protocol suggests using zero-knowledge proofs to solve this problem.

We will discuss how to construct such a proof in section 4.3.
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3.1.4 Shuffling and Re-masking

Starting from Cy, each player P, performs two operations sequentially:

1. A secret permutation o; of the 52 card positions,

2. A fresh re-masking of every ElGamal ciphertext in the deck with TZ,L ; where rg% ; €ZLq
(with 1 <7}, . <q).

The re-masking step does not change the encrypted plaintexts but refreshes the randomness
of the ciphertexts. Since all players apply these operations one after another, no player can
track the permutations and re-masking choices of the others. After every player has shuffled
and re-masked the deck, we get the final shuffled face-down deck, which is denoted by C,,, or
simply C.

Shuffling and re-masking also involves using secret values, so it should be verified by other
players, that it was done correctly, without giving away the secrets used. For this, another

zero-knowledge proof is used, which will be discussed in section 4.2.

3.1.5 Card Drawing and Decryption

To draw a card, a player selects one ciphertext tuple:
cj =(c1,5,¢25,.-.,¢n,j) €C.
Each component ¢; ; is an ElGamal ciphertext of the form:
Cij = (Ui, i)

Each player P, uses their private key share a; to compute a partial decryption of the first

component:

ae
29"

The drawing player combines all partial decryptions as:

n

I _ ayp
Uij = H Wi g

=1
and then recovers the plaintext inverse exponent by doing the ElGamal decryption:

m;jl = ;- (ug’j)_1 mod p.
Repeating this for all ¢ € {1,...,n} gives the tuple of decrypted exponents corresponding to
the selected card.
Once again, each player needs to provide a zero-knowledge proof of the correct partial

decryption, which will be discussed in section 4.1.
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3.1.6 Card Identification
Let the recovered exponents for the selected ciphertext tuple be mi;, e ,m;;. First of all,

we need to take the modular inverse of each exponent to get mq j,...,my ;. Their sum:

n
m; = E m; ; mod p
i=1

identifies the exponent that links the selected ciphertext tuple to one card of the current face-
up deck. This is the exponent which was used to produce face-up deck card d;. To determine
which logical card has been drawn, the player checks, for each position t € {1,...,52},
whether:

my =

?
gp dt .

If this holds for some t, then the selected ciphertext tuple corresponds to card position ¢ in
the face-up deck D. This position encodes the value of the card, e.g. the first card on the
deck D is the Ace of Spades, the second is the Two of Spades, etc. If no such ¢ exists, some of
the steps were done incorrectly, which means a player, intentionally or not, has disrupted the
game. To prove that all the steps involving player’s secrets were done correctly, each player

will need to prove and verify encryption, shuffling, re-masking, and the decryption steps.



Relevant Zero-Knowledge Proofs

Zero-knowledge proofs are used in the poker protocol to prove that certain computations were
done correctly, without revealing the secret values hidden in these computations. In general,
a zero-knowledge proof is a probabilistic proof between a prover and a verifier. The prover
wants to convince the verifier that some statement is true, for example that they know a secret
exponent. The verifier challenges the prover with random values, and the prover has to answer
these challenges correctly. If the prover does not know the secret, they could still guess a cor-
rect answer. However, by using random challenges, or by repeating the proof several times, the
probability that a cheating prover successfully fakes the proofs becomes very small. A more

detailed explanation of zero-knowledge proofs and their formal properties can be found in [11].

A zero-knowledge proof has three main properties: completeness, soundness, and zero-
knowledge.

Completeness means that an honest prover can convince an honest verifier. If the proof
statement is true, and the prover knows the required secret, then the verifier accepts the
proof. In this thesis, this means for example that a player who computed a partial decryption
correctly can create a valid Chaum-Pedersen proof, or that a player who correctly encrypted
the exponent used for creation of a face-up deck card can create a valid Stadler’s proof.
Soundness means that a cheating prover cannot convince the verifier of a fake statement,
except with very small probability. For example, a player should not be able to prove that a
ciphertext contains the correct exponent if this is not actually the case. Similarly, a player
should not be able to prove that a partial decryption was computed correctly if they used a
wrong secret key share. The security of these proofs is based on the hardness of the discrete
logarithm problem. This means that, without knowing the required secret exponent, it is
computationally hard to create fake answers that pass the random challenges presented by
verifier.

Zero-knowledge means that the proof does not reveal the secret itself, or any new information
about the secret. The verifier only learns that the statement is true, but does not learn
anything else, that makes it true. For example, in the Chaum-Pedersen proof, the verifier
learns that two discrete logarithms are equal, but nothing else. In the Stadler-style proof used

in this thesis, the verifier learns that the encrypted exponent corresponds to the published
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deck value, but nothing else.

These properties are crucial for the protocol. Completeness ensures that honest players are
not rejected. Soundness prevents dishonest players from faking the knowledge of secret values
and producing fake proofs. Zero-knowledge protects the private values of the players, such

as secret key shares, random exponents, and card information from leaking.

4.1 Chaum-Pedersen Proof

A decrypting player uses the Chaum-Pedersen proof [12] to prove to other players, that given
the encrypted card ¢; ; = (u; j,v; ;) their partial decryption u;J = ufj
i.e. that they used their real secret key share ay, without revealing a, itself. For this, they

was done correctly,

can use another public value, which was computed using their private key share - their
public key share: y, = gg*. Now the decrypting player can prove, that the same a, was used

to compute both u; ; and yy, without revealing the value ay itself. The process goes as follows:

1. The prover picks a commitment, which is a random value w and computes:

They send (t1,t2) to the verifier
2. The verifier sends a random challenge b

3. Prover computes: s = w +b-ay (mod ¢) and sends the s back

4. Verifier checks:

s & b
gq - tl : yé
s L b
Ui ;=12 Uij
which is:
s w aph
99 = 94 q
?
s L w agb
Ujj = U~ Uy
which is:
o
s * _apgb+w
99 = Y4
?
s £ agbtw
Uij = Ui j

So the prover must know the secret value a, in order to be able to compute s = w+b-ay

and satisfy both equations.
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For this protocol, the proof can be made non-interactive using the Fiat-Shamir transforma-

tion [13]. Instead of receiving a random challenge from a verifier, the prover computes
b = H(g(I7 ui,j? Ye, u;7j7 t17 t2) HlOd q,

where H is a cryptographic hash function. The proof is a tuple consisting of values (¢1,t2, s).
Each verifier independently recomputes b from the same public values and checks the two
verification equations above. Although the challenge is deterministic, it has the same relevant

properties as a randomly chosen challenge.

4.2 Mask-Shuffling Proof

Barnett and Smart present a zero-knowledge proof [2] which was used in Castella-Roca’s
poker protocol. This proof is needed to show that a player has shuffled and re-masked a deck
correctly. More precisely, it proves that no cards were added, removed or replaced during
the shuffle. Let C;_1 be the face-down deck before player P; shuffles it, and let C; be the
shuffled and re-masked deck produced by P;. The goal of the proof is to show that C; is
only a permutation and re-masking of C;_1, without revealing the secret permutation itself.
The proof also needs a security parameter s, which is agreed upon during the protocol setup

phase. Following steps are performed:

1. The prover chooses a secret permutation o; together with a set of re-masking values
R; and computes
Ci = Ey(0i(Ci—1); Ri),

where £, denotes the re-masking of ciphertexts under the joint public key y.
2. The prover publishes the shuffled and re-masked deck Cj;.
3. The prover generates s auxiliary shuffled decks

(T17 et 7TS‘)5

where each deck is computed as

)

Tt = gy (O'g’t(cz‘); Ri t) .
4. The verifier chooses s random challenge bits
(b1y...,bs), b, € {0,1},

and sends them to the prover.

5. For every auxiliary deck T} for which b, = 0, the prover reveals the permutation og’t

together with the re-masking values R; ;. This allows the verifier to check that

Ty = &y (07,4(Ci); Rit).
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6. For every auxiliary deck T} for which b; = 1, the prover reveals the composed permuta-
tion

/
0004

together with re-masking values Rat which transform the original deck C;_; directly
into Ty:
Ty = &y((0i 00} ,)(Cim1); Ry ).

The values R;’t can be computed by combining the original re-masking values R; with

the auxiliary re-masking values R; ;.

7. The verifier checks every revealed opening. If all checks succeed, the verifier accepts
the shuffle as valid.

The proof works because the prover must generate all auxiliary decks before knowing how
they will be opened. If Cj; is a valid permutation and re-masking of C;_;, each auxiliary
deck can be opened in either of the two required ways. However, if the shuffle is invalid,
a cheating prover can generally prepare an auxiliary deck for only one of the two possible
challenge values. The probability that an invalid shuffle passes all s independent checks is
therefore equal to 27°.

The shuffle proof can also be made non-interactive using the Fiat-Shamir transformation.
The prover first generates all auxiliary decks 77, ...,Ts. The public transcript is then hashed
to obtain the challenge bits:

(bl,...,bs):H(Ci,hCth,...,Ts), th{O,l}.

Each challenge bit determines how the corresponding auxiliary deck must be opened. If
by = 0, the prover opens T; relative to C;. If by = 1, the prover opens T; directly relative to
Ci_1.

The non-interactive proof consists of the auxiliary decks together with the corresponding
openings. Each verifier recomputes the challenge bits from the public transcript and checks
all openings. Since the auxiliary decks are included in the hash input, they must be fixed
before the challenge bits are determined.

This is the most computationally expensive proof used in the protocol because it requires the
generation and verification of s auxiliary decks. A larger value of s decreases the probability

that an invalid shuffle is accepted, but also increases the computational costs of the proof.

4.3 Stadler’s Proof

Stadler’s proof [6] is used to prove a correct encryption. The goal is to prove that a ciphertext

contains the discrete logarithm of a public value. More precisely, it is used to show that the

encrypted secret m; ; encrypted as inverse modulo pin ¢; ; = (c1,i;, ¢, ;) = (94", m;jl yTid)
mi,j

is the same value as the value used in the exponentiation of d; ; = g, 7. This is done without

revealing any secret information, such as the exponent m; ; and the encryption randomness
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;5. Same as the shuffling proof, this proof also needs a security parameter, which we will call {

The proof relies on the following relation:
C2,4,5 __ 0,5\ €200
R A
— g;ni,jCZ,i.j

T

= gg o

The final equality holds because
¢ =my ;Y™ (mod p),
mijca,i; =y (mod p).

Since g, belongs to a group of order p, its exponents are considered modulo p.

The prover must therefore show that the same encryption randomness r; ; satisfies both

_ T,
Clij = 9q"”’

C2,i5 _ oy’ I
di,j =9

In other words, the discrete logarithm of ¢; ; ; to the base g, must be the same value that

appears in the double exponentiation relation.
1. The prover chooses a random value w and computes:

tlzgz;}a

ty = ggw.
2. The verifier sends a random challenge bit:
be{0,1}.
3. The prover computes the response:
s=w—>b-r;; (mod q).

4. The verifier checks:

)
- S b
11 = 9415

.2 9y, if b=0,
2=
A5, it b= 1.

Because the prover does not know the challenge in advance, both of the cases only hold if
the provided ciphertext encrypts the discrete logarithm of d; ; to the base g,.
The proof can also be made non-interactive using the Fiat-Shamir heuristic. Since one

execution of Stadler’s proof uses only a one-bit challenge, it has a soundness error of 1/2.
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Therefore, to decrease the likelihood of a dishonest player trying to guess the correct proof,
the proof is repeated [ times. For every repetition k, the prover chooses an independent

random value wy and computes
tie = gg", tog = 93%
For the non-interactive version, the prover computes the challenge vector
(b1, ....00) = H(dij,c1,0,5,¢2,05.t1,1,t21, .-, tig, t21)
with length [, where every by € {0,1}. For each repetition, the prover computes

sk =wy — bgri;  (mod gq).

Each verifier recomputes the commitments and the challenge bits, and then checks the
verification equation for every repetition. Since the prover cannot predict the challenge bits

before fixing the commitments, a false proof is accepted with probability at most 2.



Problems and Adaptations

5.1 Protocol Modifications
As mentioned in the Introduction, this protocol is a modified version of Castella-Roca’s
protocol. The biggest differences between the two versions are the mathematical setting and
the vetoing mechanism.
While trying to implement the protocol, we discovered an algebraic mismatch between its
setting and the setting of Stadler’s proof. The first difference is that Stadler’s proof works
with encryptions of m ™1, which is the modular inverse of m (mod p), while Castella-Roca’s
protocol encrypts m directly. However, this is not a big problem, as encrypting the inverse
does not require substantial changes to other parts of the protocol.
The more significant problem concerns the groups in which the protocol operations are
performed. Castella-Roca’s poker protocol only defines primes p and ¢, and later uses only
one group Z, and its subgroup of order g. All of the protocol operations are carried out in
these groups, including the encryption, decryption and creation of the face-up deck D. So
effectively instead of two generators g, of order g and g, of order p, only one generator g, of
order ¢ is used.
Stadler’s construction requires a different setting. The proof performs double exponentiations
such as:

ta =g, ’
inside this separate group G, of order p. Stadler uses the fact that the inverse of m is

encrypted. Let:
E(m_l) =(A,B) = (gf;,m_ly“) (mod p)
and:

Since:

it follows that:



Problems and Adaptations 19

mB=y® (mod p).
Because g, has order p, its exponents are interpreted modulo p. Therefore:

B o B o . -1, o o fe1

Vi=g""=g9" " =9, -
Stadler explicitly defines this setting with g, € Z;, of order g, and with a separate group G,

of order p, used to define double exponentiation as x — ggq .
If no separate group of order p is used and the face-up deck values are constructed in the
subgroup of order ¢, this argument breaks. In that setting, a face-up deck value has the

form:

Therefore:

df = ()" = g'".

For this value to equal ggu, the exponents would have to satisfy:

mB =y* (mod q),

because g, has order q. However, the ciphertext relation only guarantees:

B=m"'y* (mod p),

and consequently:

(0

mB =y* (mod p).

Congruence modulo p does not imply congruence modulo g. Therefore, the equality:

ya

95" =g

is not guaranteed. The proof consequently does not work when the outer exponentiation is

performed in the group generated by g,. The ciphertext relation establishes:

mB =y® (mod p),

while the equality of powers of g,, which has order ¢, depends on the exponents modulo g.
Since the required congruence modulo g does not follow from the ciphertext relation modulo
p, Stadler’s equation cannot be derived. As a result, a separate group of order p is needed
for the outer exponentiation.

This gives a mismatch between the algebraic settings of Stadler’s proof and Castella-Roca’s
poker protocol. To the best of our knowledge, there is no easy way to use Stadler’s
proof without introducing two separate subgroups of orders p and ¢, which also forces the

introduction of another prime o =2-p+ 1.
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But introducing a subgroup of order p and using it to compute the face-up deck values
introduces a new problem. The vetoing mechanism described in Castella-Roca’s paper stops

working, but to understand this, we will first explain how the vetoing works.

5.2 Vetoing Mechanism

To understand vetoing, we first need to understand the setting in which it is used. As
mentioned above, the protocol of Castella-Roca only uses one subgroup of order ¢ for most
of the operations. This means that only one generator value g is used, which is equivalent to
the value g4 from the two-deck protocol.

The vetoing mechanism was introduced as a solution to the dropout problem and to keep
track of the cards which were discarded. Each player vetoes the cards that they have
previously drawn. This means that the player re-masks such a card in a special way, which
makes the corresponding face-down card undecryptable. At the same time, the player can
prove in zero-knowledge that the veto was applied to a card that they have indeed drawn
before, without revealing the identity of the card.

Another important difference between the two protocols is the chained deck generation. The
protocol of Castella-Roca reuses the old deck Dy to generate a new deck Dy 1. Instead
of starting every round from the generator value, the cards from the previous round are
exponentiated with new secret exponents directly. More precisely, let dy, ; denote the public
value representing card j in round k, then the value of the same card in the next round is
computed as:

M4,
dit15 =dg ;7 7,

where my,41; is the sum of the individual player exponents:

Me+1,5 = ka+1,i,j (mod g).
)

Thus, for every round there is a direct discrete-logarithm relation between the old card value
and the new card value.

When a player draws a card, the encrypted exponents corresponding to that card are
decrypted for that player. Therefore, the drawing player learns the exponent which links the
previous face-up representation of the card to the current one. If player P; draws card j in

round [, then P; learns:

my ;= logg, , (di ;).

The knowledge of the decrypted exponent allows the drawing player to later veto the same
card. Vetoing works by multiplying the encryptions of the secrets m; ;, i.e. the face-down
cards, with special vetoing tuples. Each player computes one tuple for each card, and later
those are combined, analogously to the combination of the individual face-up decks D;. For
cards that are not vetoed, the player computes an ordinary ElGamal re-masking factor. This

has the form:
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(uj7 Uj) = (grj ’ yrj)’
for a randomly chosen value r;. Such a pair is a valid re-masking factor because both

components use the same exponent ;. This can be proven with a Chaum-Pedersen proof of

equality of discrete logarithms:

log, (u;) = log, (v;).

For a vetoed card, however, the player does not compute a valid ElGamal re-masking factor.

Instead, the player computes:

-1

uj = dy
where mfjl is the inverse of m; ; modulo the order of the group, and chooses v; as a random
value. As a result, except with negligible probability, the pair (u;,v;) does not satisfy the

equality:

log, (u;) = log, (v;)-

When this veto pair is multiplied into the face-down card, the corresponding ciphertext is no
longer a valid encryption of the secret card exponent. This breaks the encryption, which
means if a player later draws this card, the decryption yields an arbitrary value instead of a
valid card value. This makes the card effectively unavailable, or vetoed.

In a later round £k, the same card has a new public representation dy ;. The vetoing player,

who has previously drawn this card in the round [, applies their veto, which ensures that:

mig

U

dy ;.

Therefore, the player can later prove the equality:

logg, , ,(dij) = log, (dk,;).

This proves that the player knows the same exponent m; ; that links d;_; ; to d; ;, and that
this exponent also links u; to the current card value dj ;. In other words, the proof shows
that the player is vetoing a card for which they know the drawing exponent from a previous
round.

The player also hides which cards they vetoed, because revealing this would reveal which
cards the player had previously drawn. For this reason, the player does not separately
announce which factors are normal re-masking factors and which factors are vetoes. The
protocol uses zero-knowledge proofs to show only that the correct number of cards was
vetoed and that the remaining cards were re-masked. This allows the other players to verify
that the player behaves correctly, while the identity of the vetoed cards is not revealed.
The vetoing mechanism is what allows the game to continue after a player leaves. If all
players remain in the game, then they are present to always veto their previously drawn
cards in the following rounds, making the cards undecryptable. If a player drops out, that

player is no longer present to veto their previously drawn cards. As a result, the cards held
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by the leaving player become available again, while the cards held by the remaining players
are still vetoed. This allows the game to continue without requiring a trusted third party

and without requiring the leaving player to reveal their secret information.

5.3 Problem of Two Groups and Vetoing

As discussed above, the protocol needs two different subgroups for its mathematical setting
to match that of Stadler’s. The face-up deck values are calculated in a subgroup generated
by gp, while the ElGamal encryption and re-masking operations are performed in a different
subgroup generated by g,. This separation makes the protocol consistent with Stadler’s
proof, but it also breaks the vetoing mechanism.

The reason is that the veto factor u; has two different roles in the original protocol. First, it
must be connected to the public face-up deck value dj ;. For a card drawn in round [, the

player knows:

my; = 1Ogd171,1 (le).

To veto the same card in a later round k, the player computes:

which satisfies:

Therefore, u; must live in the same group as the face-up deck values dj ;, because the
mi.,j
j J
Second, the same value u; must also be used as part of an ElGamal re-masking factor. It

zero-knowledge proof compares the discrete-logarithm relations d; ; = d;’i”f j and dy ; = u

is multiplied into the face-down card together with another component v;. For a normal,

non-vetoing re-masking factor, this pair has the form:

(uj,vi) = (947, 9"
Thus, from the point of view of ElGamal encryption, u; must be an element of the subgroup
generated by gq.
This is the point where the two-subgroup setting breaks the construction. The veto proof
).
However, the ElGamal re-masking operation requires u; to be an element of the encryption

requires u; to be an element of the face-up deck group, because it must satisfy u

group, because it must be multiplied into a ciphertext of the form (gg,mi_, jl -y"). With
two different subgroups, these are no longer the same requirement. The value u; cannot
simultaneously be a face-up deck element in the subgroup generated by g, and an ElGamal
re-masking component in the subgroup generated by g,.

This also creates a problem with the exponent inverse. In the face-up deck group, the exponent
my ; is interpreted modulo the order of that group. In the ElGamal group, exponents are
interpreted modulo the order of the encryption group. If these groups have different orders,

then the inverse ml_j1 is not the same in both groups. An inverse computed modulo the
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order of the ElGamal group does not generally satisfy the relation needed in the face-up
deck group, and an inverse computed modulo the order of the face-up deck group is not the
correct exponent for an ElGamal re-masking factor.

Therefore, the central assumption of the vetoing mechanism no longer holds in a well-defined

way:

-1
If u; is computed in the face-up deck group, then it cannot be used directly as an ElGamal
re-masking factor. If it is instead computed in the ElGamal group, then it no longer satisfies
the relation:
my
u; " = d

with the face-up deck value. In both cases, one of the two necessary parts of the vetoing
mechanism fails.

For this reason, we concluded, that the original vetoing mechanism cannot be directly
transferred to the modified two-subgroup protocol. The two-deck protocol removes vetoing
and treats the generation of a fresh deck independently from the old deck. This avoids
the algebraic mismatch, but it also means that the properties of the original protocol, like

dropout tolerance do not apply in the same way anymore.

5.4 Properties

As expected, by removing vetoing we change some of the properties of Castella-Roca’s poker
protocol. The main advantage of vetoing is the dropout tolerance: when a player drops out
mid-round (intentionally or unintentionally), the public key and the decks get recomputed,
and the cards of the player who has left return to the decks automatically, because the player
is not participating in the game anymore to veto their cards when the deck gets recomputed.
The other players, however, veto the cards they have previously drawn, which means they get
to keep the drawn cards, while ensuring that previously drawn and discarded cards remain

unavailable.

For some poker variants (e.g. the classical poker) this mechanism is crucial, as the players are
allowed to discard some of their cards one time per round, and those cards need to become
undrawable, which is guaranteed by vetoing. But in other popular versions of poker, like
Texas hold’em, there is only one set of cards drawn per round, and there is no possibility
to discard the cards during the round, which means there is no need to keep track of the
previously drawn cards. Texas hold’em is thus somewhat inherently dropout-tolerant due
to its game flow. The only case where the vetoing would be advantageous is when all of
the players have already drawn their cards and one of them leaves before the cards in the
middle get decrypted. In this case, the players cannot proceed normally, so they need to
recompute the whole deck, thus losing their drawn hand. But as long as no cards, or all

cards are decrypted, the vetoing does not contribute any value.
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This thesis makes three main contributions: it identifies an incompatibility between the
original protocol setting and Stadler’s proof; it derives a consistent two-group variant; and it

implements and evaluates the resulting modified protocol.



Security Considerations

6.1 Choosing Primes

The main security parameter is the key length, which determines the length of the prime o,
and consequently the lengths of p and ¢q. The key length is defined in bits. This parameter
directly influences performance and security of the protocol. Various attack types become
possible if the chosen primes are too small. On the other hand, choosing larger primes means
that almost every protocol operation is now done using larger numbers, which worsens the
performance greatly.

Another important security consideration is the way the primes are chosen. Allowing a single
player to generate them could be dangerous. The other players can easily verify whether o,
p, and ¢ are prime, whether o =2-p+ 1 and p =2- ¢+ 1, and whether the generators have
the required subgroup orders, however, these checks do not guarantee that the parameters
were not generated in a malicious way. A malicious player could intentionally choose weak
parameters which make the discrete logarithm problem easier to solve.

The possible solution for this would be hardcoding the secure primes into the application.
This, however, is also not a perfect solution, because if the attacker knows the primes in
advance, they could perform an expensive precomputation using the Number Field Sieve [14].
After this precomputation, individual discrete logarithms for the same modulus can be com-
puted considerably faster, which breaks the encryption. Adrian et al. [15] demonstrated such
an attack for commonly used 512-bit groups, where the precomputation took approximately
one week. They also argued that 768-bit groups are within the reach of academic-level adver-
saries, while attacks against 1024-bit groups possibly require nation-state-level computational
power. This means that precomputed primes is a viable option for our implementation, as

long as the chosen key length is large enough.

Alternatively, the public parameters could be generated jointly using a commit-reveal
randomness procedure. First, every player P; chooses a random value p; and publishes a

commitment:
ci = H(pi)

After all commitments have been published, the players reveal their values p;, and the
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commitments are verified. The shared seed is then computed as

H(p1|--|pn)-

Starting from this seed, all players deterministically search for primes of the required form.
Since the search is deterministic, all players obtain the same parameters and can verify them
independently. As long as at least one honest player contributes fresh randomness, no single

player can fully control the resulting parameters.

6.2 Security Parameter for Shuffling and Stadler’s Proofs
Another important parameter which affects security and performance is s, which is the
number of auxiliary decks generated for the shuffling proof. This parameter is needed to
prevent dishonest players from causing an invalid shuffle to be accepted.
Older cryptographic systems often considered 80-bit security sufficient, while modern systems
usually aim for 128-bit security. For this proof, these values would correspond to cheating
probabilities of:

2790 ~8.27-107°

27128 2941072,

Such values are mainly needed in very serious cryptographic systems which protect very
valuable information for long periods of time, where state-level adversaries are considered.
The requirements of this poker protocol are humbler. A dishonest player gets only one
attempt per round to submit a valid shuffling proof. If the proof fails, the invalid shuffle is
detected and the game is stopped. So if the attacker would just randomly guess the proof
instead of computing it, much smaller values of s may already be sufficient.

For example, choosing:

s =20

gives a cheating probability of:
2720 % 9.54-1077,

which is approximately one successful attempt in one million. Choosing:
s =30

reduces this probability to:
2739 ~9.31-1071°,

which is approximately one successful attempt in one billion.

This, however, only holds under the assumption, that the attacker only tries to guess the
proof once. There exists another, more dangerous kind of attack. Because the zero-knowledge
proofs are implemented non-interactively, the prover must generate the challenge bitstream
themself by hashing the public values together with the proof commitments. This approach
has one weakness: the prover can generate multiple candidate commitments locally and then

publish the values whose resulting challenge bits are favorable.
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For the shuffling proof, the auxiliary decks Ti,...,Ts act as the proof commitments. A
dishonest player who produced an invalid shuffled deck may still be able to open every
auxiliary deck for one of the two possible challenge branches. The faking prover can therefore

repeatedly generate new auxiliary decks and compute
H(Colda Cnewa T17 LR 7Ts)

until the resulting challenge bitstream matches the branches that they are able to open. The
attacker does not need to break the hash function or find a full SHA-256 collision. They
only need to find a hash where the first s challenge bits have the required values. For one
candidate transcript, this succeeds with probability 27°, so approximately 2° attempts are
needed on average.

In our implementation, this attack is limited by the protocol timeout. After the shuffling
phase begins, the other participants expect the shuffled deck and its proof within a fixed
amount of time. If the dishonest player spends too long (e.g. because they are trying to fake
the shuffling proof), the remaining players close the connection and remove them from the
lobby. This prevents the attacker from searching for long periods of time during one protocol
execution.

Since every additional repetition of the shuffling proof requires another complete auxil-
iary deck to be generated, sent over the network and verified, large values of s have a
significant effect on performance. For the intended use of this protocol, values around 20

provide a more reasonable balance between security and usability than the standard 80 or 128.

Similar reasoning as to the parameter s can be applied to the parameter | used in the
Stadler’s proof. In this proof however, increasing the number [ has a smaller effect on the
performance, because Stadler’s proof is computationally cheaper than the shuffling proof, so

more secure higher values can be used.



Implementation

In this chapter, some relevant details regarding the implementation of the two-deck protocol
will be presented. The source code is publicly available on GitHub at https://github.com/
S-L-Bondar/Two-Deck-Mental-Poker-Protocol.

7.1 Overview

The implementation was done using Python. This choice was made because Python is simple
to work with, especially for networking and socket programming. It also provides useful
libraries for working with large integers, cryptographic randomness and hashing, which are
all needed by the protocol. The gmpy?2 library was used for modular arithmetic and efficient
exponentiation with large numbers. Random values were generated by secrets module,
and the hashlib library was used for SHA-256 function, to generate the challenges for the
non-interactive zero-knowledge proofs.

The application has a peer-to-peer structure, so every player runs their own instance of the
program, which means that the card generation, shuffling and dealing is not done by a trusted
server, but jointly by the players themselves. One player creates the lobby and manages
the connection between the participants, but this player does not receive any additional
cryptographic information or privileges.

The implementation can be divided into two main parts. The networking part is responsible
for peer discovery, lobby management and the exchange of messages between the players.
The lobby is only a lightweight class used to store and manage data about the participating
players. It does not perform any cryptographic operations and does not give the player
who created it any privileges. The cryptographic part implements the generation of the
parameters and key shares, deck generation, encryption, shuffling, re-masking and card
decryption. It also contains the implementations of Stadler’s proof, the shuffling proof and
the Chaum-Pedersen proof.

Each player stores their private information locally. This includes their private key share,
random exponents, encryption randomness, permutations and re-masking values. Public
values, such as public key shares, encrypted decks and zero-knowledge proofs, are sent to

the other players. Before a received result is used in the next step of the protocol, the
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corresponding proof is verified.
The implementation is mainly intended as a prototype. Its purpose is to show that the
modified protocol can be implemented and executed between several independent players,

and to evaluate the two-deck protocol’s computational costs.

7.2 Parameters

Now we will present some parameter choices which are hardcoded into the implementation,
which means clients cannot change them without modifying the code. These choices were
made based on the speed and security considerations, as explained in the chapters 6.2 and 8.
The key length was set to 1024 bits, which is a reasonable trade-off between the speed
and security for our goals, as it makes the precomputation attacks very expensive while not
slowing down the protocol too much.

For our implementation, we decided to use precomputed values for o, p, and ¢, thus skipping
the safe-prime-chain generation during the execution of the protocol. This was done for
performance reasons, since generating a chain of large primes is expensive and can take
several hours on a common computer, which is really suboptimal for a poker protocol. The
parameters are hardcoded into the implementation, while the generators are chosen by the
lobby leader. Before using them, every client verifies the subgroup orders of the generators.
The primes o, p and g were generated locally and are provided in the appendix A. This is a
valid Cunningham chain of the first kind of length three, with the required key length.

As for the zero-knowledge proofs security parameters s and [, they were set to 24 and 40
respectively. After trying out different values and considering the resulting performance and

security, we concluded that this is a good trade-off between those two criteria.

7.3 Game Flow

The implementation uses the rules of Texas Hold’em as its basis. Various details, such as
betting and changing the order of the players, were not considered. As mentioned above, the
purpose of the implementation is to demonstrate a working cryptographic protocol rather
than to implement a fully playable poker game.

One simulated round follows the complete protocol flow described in section 3.1. First, each
player draws two cards from the encrypted deck and requests partial decryptions from all
other participants. The drawing order is the order of the player identifiers sorted from lowest
to highest. The implementation assumes that the identifiers are unique. The drawing player
then applies their own partial decryption locally without publishing it. Therefore, the own
drawn cards are initially known only to that player.

After every player has received their private cards, the community cards are drawn. These
consist of the flop, which contains three cards, followed by the turn and the river, which
contain one card each. Since the community cards must be visible to all players, every
participant publishes their partial decryption, allowing the cards to be fully decrypted.

In a normal game of Texas Hold’em, betting rounds take place before and between the flop,

turn and river. Since betting was omitted from the implementation, all of the cards are



Implementation 30

drawn and decrypted directly without any breaks between the different stages.

Finally, the players reveal their private cards. For this, each player publishes the partial
decryptions that were previously kept private. The remaining players can then complete the
decryption and verify the revealed hands. This stage represents the showdown. At this point,

all cards used during the round are known, and a new round can begin.

7.4 Networking

The networking part of the implementation uses both UDP and TCP, which are used in the
different communication stages. UDP broadcasts are used for lobby discovery. A player who
creates a lobby regularly broadcasts basic information about it, such as its name, identifier,
number of players and address. Other players can listen for these broadcasts and use the
received information to join the lobby.

After joining, the players communicate using TCP connections. TCP was chosen for the
exchange of lobby information and cryptographic protocol messages because it is very reliable
and provides an ordered byte stream, which is an important property for a cryptographic
protocol. The messages are represented as JSON objects and separated by newline characters,
which allows multiple messages received through the same connection to be processed
individually.

Each player establishes direct connections to the other participants in the lobby. A full-mesh
topology may seem expensive, but it is fine for the poker protocol, as the number of players
in a normal poker round usually does not exceed 9. A short initial message is also exchanged
when a connection is created, allowing the receiver to associate it with the correct player.
Once again, the protocol assumes that the players choose unique identifiers.

Heartbeat messages are sent regularly between connected players. If no valid message is
received from a player within a fixed timeout, the connection is considered lost and the player
is removed from the lobby. The remaining players are then informed about the dropout so
that a new key can be computed and the game can continue. Heartbeats are handled by the

networking layer and are not forwarded to the cryptographic protocol.



Evaluation

8.1 Speed measurements

In this chapter we will demonstrate the time it takes for one round of poker protocol to
complete with different security parameters and number of players. All performance measure-
ments were performed on the same computer. The system used an Intel(R) Core™ i7-8700
processor, 16 GB of RAM, and ran Windows 10. The implementation was executed using
Python 3.12, together with gmpy?2 version 2.3.0 and PyCryptodome version 3.23.0. During
the measurements, no other computationally intensive applications were running. The tests
were done on one machine, so the network latency is not considered. As a baseline we have
chosen the values used in the implementation, with 6 clients playing, which is a usual number

of players in poker.

8.1.1 Performance for Baseline Parameters

The baseline measurements were performed using the baseline values defined above. Ten
complete poker rounds were executed. For each round, the execution time of every protocol
phase was recorded separately, with additional measurement of the total time per round.
Since the first player performs a different amount of work during the shuffling phase (they
don’t need to verify their own shuffling proof), its shuffling-proof time is reported separately.
For players 2-6, the arithmetic mean of their shuffling-proof times per round is treated as a

single observation. All values presented in Table 8.1 are based on ten rounds.

Table 8.1: Execution times for the baseline values

Phase Mean SD Min Max

Deck generation 19.572 0.572 18.526  20.392
Shuffling proof, first player 16.336 0.065 16.262 16.379
Shuffling proof, players 2-6  98.899 0.703 98.047  99.958

Drawing 0.761 0.005 0.758 0.769
Flop 0.186 0.011 0.173 0.206
Turn 0.070 0.010 0.055 0.086
River 0.062 0.003 0.056 0.069
Showdown 0.096 0.020 0.051 0.135

Complete round 120.526 1.015 119.560 121.584
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8.1.2 Performance with Varying Parameters

To evaluate the influence of the protocol parameters, each parameter was varied separately
while all remaining parameters were kept at their baseline values. The resulting execution
times for the entire round were then compared with the baseline measurements. The detailed

measurements for each phase can be found in the appendix B.

8.1.2.1 Varying Number of Players

Performance by Number of Players

—8— Complete round
Shuffling phase

—&— Deck generation
400

300 4

200 1

Mean execution time (seconds)

100 A

—A
0 T T T
3 6 9
Number of players
3 players 6 players 9 players

Complete round 24.7 120.6 451.9

Shuffling phase 16.0 98.9 406.3

Deck generation 8.4 19.6 40.7

Figure 8.1: Mean execution times for different numbers of players using the baseline
parameters

As shown in Figure 8.1, the execution time grows strongly as the number of players increases.
The large increase for nine players is mainly caused by the shuffling phase. This is expected,
as the shuffling proof is the most computationally heavy part of the protocol and its cost
increases considerably with the increasing number of players. In comparison to the shuffling
time, the deck-generation time increases much more slowly. Since all clients were executed
on the same computer, the experiment with an increasing number of players also includes
the effects of CPU load and process scheduling. Therefore, the measured times represent
the performance of the local prototype and do not directly show how the protocol would
perform if every player used a separate computer. Such a distributed setup would also be

affected by network latency and differences in the hardware of the players.
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8.1.2.2 Varying Key Length

Performance by Key Length
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Figure 8.2: Mean execution times with 768-bit and 1024-bit keys

HEE Complete round
B Shuffling phase
B Deck generation

1024 bits
(baseline)

As shown in Figure 8.2, increasing the key length from 768 to 1024 bits increases the execution

time greatly. Once again, the total runtime is dominated by the shuffling phase. In this

experiment, both deck generation and shuffling become approximately half as fast when the

larger key is used. This demonstrates the strong influence of the key length on the practical

performance of the protocol.
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8.1.2.3 Varying Shuffling Parameter s

Performance by Shuffling Proof Parameter s

200
B Complete round
178.9 B Shuffling phase
175 B Deck generation
156.0
150 A

125 A

100 A

75 A

Mean execution time (seconds)

50 A

25 A

Baseline 5=32
Shuffling proof parameter s

Figure 8.3: Mean execution times for the baseline configuration and s = 32.

As shown in Figure 8.3, Increasing the shuffling-proof parameter s increases the time required
to generate and verify the proof. This result is expected, however it is interesting, how

increasing the proof parameter by 33.3% increases the runtime by roughly 50%.
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8.1.2.4 Varying Stadler Parameter |

Performance by Stadler Proof Parameter /
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Figure 8.4: Mean execution times for the baseline configuration and [ = 80.

As shown in Figure 8.4, when increasing the security parameter [, we get the expected results:
The runtime only notably increases for the deck generation. We can also conclude that,
although Stadler’s proof is cheaper than the shuffling proof, its computational cost is still
notable. By increasing the parameter [ by the factor 2, the deck generation time also roughly
doubled.



Related Work

The idea of mental poker is not new, so naturally several different approaches have been
proposed. This chapter compares the two-deck protocol implemented in this thesis with

other related protocols and implementations.

9.1 Early Mental Poker Protocols

The first mental poker protocol was proposed by Shamir, Rivest and Adleman [1]. It is
designed for only two players and uses a commutative encryption scheme. One player creates
the deck, encrypts every card and applies a secret permutation. The other player can then
select cards without knowing their values, because the encryption layers can be removed in a
different order. Compared to the two-deck protocol, this construction is much simpler and
requires fewer cryptographic operations. However, it does not have the same properties as the
more modern poker protocols. It does not use zero-knowledge proofs to verify that the deck
was created and shuffled correctly. The encryption is also deterministic and preserves some
mathematical properties of the card values, which makes it possible to mark and distinguish
certain encrypted cards.

The two-deck protocol uses a more complex structure based on threshold ElGamal encryption.
All players contribute to the generation of the face-up deck and encrypt the corresponding
exponents to create the face-down deck. Afterwards, every player shuffles and re-masks
the encrypted deck. Stadler’s proof is used to verify the encrypted exponents, the shuffling
proof verifies that no cards were added, removed or replaced, and the Chaum-Pedersen proof
verifies the partial decryptions. This allows the protocol to support more than two players
and to detect incorrect operations without revealing the private values used by the players,

with the disadvantages being the complexity and computational overhead.

9.2 Castella-Roca’s Non-Dropout-Tolerant Protocol
A more comparable mental poker protocol is the protocol presented in Chapter 6 of Castella-
Roca’s thesis [16]. The design of this protocol does not consider dropout tolerance. Because

of that, it has a much simpler mathematical setup than the two-deck mental poker protocol
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presented in this thesis. It works with one mathematical setting and mainly focuses on
shuffling, drawing, opening and discarding cards. Instead of generating a new face-up deck
with encrypted exponents, the protocol starts with a normal face-up representation of the
cards and then turns this deck into a face-down deck. The players then shuffle and re-mask
this encrypted deck. Cards then are drawn by selecting one encrypted card and decrypting
it with the help of the other players.

The two-deck protocol implemented in this thesis is different. It uses newly generated
face-up deck values, encrypted exponents as face-down values, and zero-knowledge proofs
that the encrypted exponents were computed correctly. This different architecture adds
more complexity and computational overhead, so the protocol presented in chapter 6 of
Castella-Roca’s thesis is expected to be faster and easier to implement, while preserving
the same important properties as the two-deck protocol implemented here. This includes
properties like: no trusted third party, multiple players, correct and verifiable shuffling,
private card drawing, cheating detection, resistance against coalitions and confidentiality of

player strategies.

9.3 Golle’s On-Demand Card Generation

Another relevant protocol is the protocol by Golle [17], which is designed specifically for
poker games. In contrast to protocols that shuffle the whole deck before the game starts,
Golle’s protocol generates cards only when they are needed. A new card is computed as an
encrypted random value, and the players then test whether this encrypted card has already
been dealt. If a collision is found, the card is discarded and a new one is generated. This
makes the protocol well suited for Texas Hold’em, because only a small part of the deck is
used during one hand.

Compared to the two-deck protocol implemented in this thesis, Golle’s protocol is more
application-oriented and is expected to be faster for practical poker games, because it avoids
a full initial deck shuffle. Its ElGamal version still requires distributed key generation,
homomorphic encryption, encrypted equality tests, and zero-knowledge proofs. However, it
does not require the Stadler-style proof used in this thesis, and therefore it does not need

the same two-group mathematical setting.

9.4 Practical Implementations

There also exists a practical implementation called Mental Texas Hold’em [18]. Compared
to the two-deck protocol implemented in this thesis, Mental Texas Hold’em is less complex.
It is based on SRA commutative encryption, where cards are represented as integers and
encryption and decryption are done by modular exponentiation. Each player encrypts and
shuffles the deck, and cards are later opened by revealing the corresponding card-specific
keys. Therefore, the main implementation difficulty is mostly the management of encrypted
decks, keys, and peer-to-peer communication.

As mentioned above, the protocol in this thesis requires a more complex mathematical setting

and computes two decks. This makes the implementation more difficult, because the protocol
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must not only compute the card operations, but also prove that they were done correctly.
Therefore, Mental Texas Hold’em is more usable as a practical game implementation, while
this thesis focuses on the implementation challenges of a modification of a zero-knowledge-

based TTP-free dropout-tolerant protocol.



Conclusion

In this thesis we analyzed the dropout-tolerant mental poker protocol proposed by Castella-
Roca. We discovered some ambiguities in the mathematical setting and implemented
and evaluated a working prototype based on the two-deck construction. The resulting
implementation demonstrates that the main cryptographic operations of the protocol can be
combined with a peer-to-peer system to simulate a round of Texas Hold’em without relying
on a trusted third party. The implementation demonstrates the important concepts of mental
poker, including distributed card encryption, partial decryption, verifiable cryptographic
operations and peer-to-peer communication between the participants. Players can create and
discover lobbies, establish direct connections, generate a shared encryption key and create
an encrypted deck. Cards are drawn and partially decrypted while remaining hidden to the
other participants until they are revealed. The cryptographic proofs exchanged during the
protocol are also verified, thus detecting cheating attempts.

Since the vetoing mechanism was omitted, the resulting protocol cannot be considered fully
dropout-tolerant. A player can interrupt an ongoing round by disconnecting, refusing to
publish a required partial decryption or publishing an invalid proof. In such a case, the cards
are no longer decryptable, and the current round has to be restarted. However, the remaining
players can remove the participant, compute a new shared key and begin a new round without
recreating the complete lobby. The implementation is thus tolerant of dropouts between
rounds, but only partially tolerant of dropouts during an active round.

We also tested and analyzed different parameter configurations, such as the key length and
security parameters of the zero-knowledge proofs. We measured the execution time and
reasoned about an appropriate trade-off between the security and performance.

Future work could focus on redesigning the original vetoing mechanism to fit the two-deck
protocol, and analyzing its properties and usability. The application could also be extended,
by adding the missing components needed for a normal poker game, such as betting rounds,
automatic hand evaluation and GUI. Regarding the performance, parallelization could be
used to speed up the computation, possibly even allowing use of stronger security parameters.
Another optimization could include finding a more efficient shuffling proof, which would not

dominate the runtime.
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Primes used

o0 (1024 bits) = 1622217904925121120712841652846196906432482824378181226188768076881
6209390437644104593006270956628841984569112709600215248411539944811108389068331
9352283159574895460064873991676400267710855940173230438259752431781831731055884
9897563272495050064063134068272876261475674273229827576236150083632303949122162
88967

p (1023 bits) = 8111089524625605603564208264230984532162414121890906130943840384408
1046952188220522965031354783144209922845563548001076242057699724055541945341659
6761415797874477300324369958382001338554279700866152191298762158909158655279424
9487816362475250320315670341364381307378371366149137881180750418161519745610814
4483

q (1022 bits) = 4055544762312802801782104132115492266081207060945453065471920192204
0523476094110261482515677391572104961422781774000538121028849862027770972670829
8380707898937238650162184979191000669277139850433076095649381079454579327639712
4743908181237625160157835170682190653689185683074568940590375209080759872805407
2241
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o (768 bits) = 13584866903867233179157917511029783045263581435098829027860694440223
1951555004531931372617957849310706384251751462169619728194219127683983678191446
5270928591217658792517186282979262193045487460022197368325268585547532975569819
902087

p (767 bits) = 67924334519336165895789587555148915226317907175494145139303472201115
9757775022659656863089789246553531921258757310848098640971095638419918390957232
6354642956088293962585931414896310965227437300110986841626342927737664877849099
51043

q (766 bits) = 33962167259668082947894793777574457613158953587747072569651736100557
9878887511329828431544894623276765960629378655424049320485547819209959195478616
3177321478044146981292965707448155482613718650055493420813171463868832438924549
75521



Measurements for Varying Parameters

B.1 Baseline Values with Three Players

Table B.1: Execution times with three players, in seconds

Phase Mean SD Min Max

Deck generation 8.442 0.183 8.307 8.801
Shuffling proof, first player 5.301 0.038 5.267 5.359
Shuffling proof, players 2-3 15.963 0.118 15.818 16.136

Drawing 0.132 0.029 0.112 0.186
Flop 0.051 0.017 0.041 0.084
Turn 0.019 0.006 0.014 0.027
River 0.019 0.006 0.014 0.029
Showdown 0.021 0.007 0.017 0.034
Complete round 24.707 0.332 24.438 25.320

B.2 Baseline Values with Nine Players

Table B.2: Execution times with nine players, in seconds

Phase Mean SD Min Max

Deck generation 40.669 0.711 39.561 41.328
Shuffling proof, first player 44.472 1.778 43.318 46.519
Shuffling proof, players 2-9 406.264 7.360 401.125 414.696

Drawing 2932 0.022 2914  2.960
Flop 0.520 0.010  0.511  0.532
Turn 0.166 0.004 0.162  0.172
River 0.170 0.004 0.162  0.175
Showdown 0.225 0.035  0.180  0.266

Complete round 451.912 7.872 445.946 460.834
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B.3 Baseline Values with a 768-Bit Key

Table B.3: Execution times with a 768-bit key, in seconds

Phase

Mean

SD Min Max

Deck generation

Shuffling proof, first player
Shuffling proof, players 2-6 47.856
0.398
0.094
0.035
0.035
0.062
57.322

Drawing

Flop

Turn

River
Showdown
Complete round

8.488
7.750

0.319 8.086 9.136
0.114 7.585 7.845
0.760 46.929 49.014
0.056 0.355 0.494
0.013 0.075 0.113
0.007 0.029 0.047
0.004 0.030 0.043
0.011 0.043 0.081
0.860 56.514 58.727

B.4 Baseline Values with [ = 80

Table B.4: Execution times with [ = 80, in seconds

Phase Mean  SD Min Max
Deck generation 41.873 2.482 38.960 45.353
Shuffling proof, first player 16.773 0.221 16.610 17.086

Shuffling proof, players 2-6 101.843

0.988 101.258 102.984

Drawing 0.754 0.013  0.738  0.775
Flop 0.176 0.016  0.159  0.199
Turn 0.064 0.004 0.059  0.069
River 0.059 0.003  0.054  0.063
Showdown 0.084 0.029 0.044 0.119
Complete round 145.615 2.938 143.392 149.849

B.5 Baseline Values with s = 32

Table B.5: Execution times with s = 32, in seconds

Phase Mean  SD Min Max
Deck generation 21.047 0.328 20.598 21.465
Shuffling proof, first player 25.834 0.374 25.596 26.265

Shuffling proof, players 2-6 155.970

Drawing
Flop

Turn
River
Showdown

0.778
0.178
0.063
0.063
0.122

0.578 155.336 156.469
0.022 0.754  0.804
0.010  0.160  0.186
0.004  0.058  0.069
0.003  0.059  0.069
0.027  0.071  0.148

Complete round

178.936

0.415 178.405 179.269
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